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1. Introduction

This document is a user manual (for project managers) of Osaka University mdxll.
It provides information necessary to use the system, including creating and operating virtual machines

in mdxll.

In this document, commands are expressed as follows. The shaded part is the command. Also, a prompt
with "#" indicates execution as a root user, and a prompt with "$" indicates execution as a user other
than root. Some command execution results start with #. Please note that the command part is shaded.
The "[XXX]" in front of the prompt represents the host name. This is written when executing a command
on a specific host.

The notation "<XXX>" before the prompt represents a specific username. This is written when the

command is executed as a specific user.

Example 1 :

$ Command execution as a user other than root (LDAP account or local account)

Example 2 :

# Execute command as root user

Example 3 :

[host]# Command to be executed as root user on host

Example 4 :

<user>$ user Command executed as user

1.1. Terminology
® Project manager
A user who applies for a project, creates a virtual infrastructure environment from the user portal,

applies for data aggregation object storage, and uses the data transfer portal.

® Project user

A user who uses the virtual infrastructure environment created by the project administrator.
® System administrator

This is the administrator of this system who receives project applications and registers projects

in the system.

© NEC Corporation 2024 1
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1.2. Service List

The following services are provided.

Service How to apply Reference
Normal calculation node/Cloud linked | Apply from the project application website
node
(OpenStack)
Interoperable node Email request to system administrator
(VMware)
File Server ® Volume usage from instance
No application required as it can be used from
the user portal
® | uster mount from instance
After creating an OpenStack (or VMware)
instance and assigning a public IP address
Email request to system administrator
Object Storage Apply from user portal
Project Data Portal Apply from user portal
*Applications can only be made when the
application for object storage is completed.
User Data Portal Request by email to system administrator

1.3. System Overview
mdxll is a system consisting of normal computing nodes, cloud-linked nodes, interoperable nodes, file

servers, and object storage for data aggregation. Each resource is provided by a virtual machine.

Internet

.@3 o
External Connection
Router Object Storage

Ethernet Network (200GbE) |

—. éﬂ

1

I Interoperable rIOde e

i Cloud linked node File Server
==

—- | |
I S . E— —
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1.3.1. Normal calculation node/Cloud linked node

It consists of a total of 60 general-purpose computing nodes that serve as normal computing nodes,

cloud-linked nodes, and interoperability nodes. The number of nodes and the role of each node are

shown in the table below.

Role Number of nodes Description

Normal calculation node - 54 Configured as a Red Hat OpenStack
Cloud linked node Compute node

Interoperable Node 6 configured as VMware ESXi

The hardware configuration per node is as follows.

Item Configuration details

Server device name NEC LX 102Bk-8

CPU
- Number of cores: 56

- Base operating frequency: 2.0GHz
- Hyper-threading enabled

Intel® Xeon® Platinum 8480+ Processor

Number of CPUs 2

Memory 512GiB (32GiB DDR5-4800 ECC RDIMM x16)
Drive 960GB SATA SSD x1
Network I/F Servie : 200GbE x2

Management : 25GbE x1 * Limited to 200GbE for 20 nodes.

B2000E

Enclosure

Blade Server
LX 102Bk-8

© NEC Corporation 2024
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1.3.2. File Server
A Luster appliance, DDN EXAScaler, is configured using DDN ES400NVX2.
There are two data storage areas: the "data area" that stores data for each project, and the "virtual

disk area" that stores virtual machine data. The total available capacity is 453.24TB for data area and
100TB for virtual disk area.

DDN ES400NVX2

1.3.3. Object storage
It consists of Cloudian HyperStore HAS-1610 and provides mdx Il object storage services.
Total available capacity is 432TB.

Cloudian HyperStore HAS-1610

1.4. Project application and user portal
1.4.1. Project application web
You can access the project application website from the URL below. Access requires authentication by

GakuNin. You can apply for a new project on the project application web.
https://project-register.osaka.mdx.jp

If you do not have a GakuNin account, please email the system administrator with the following
information. If you wish to change the submitted project information, please contact the system

administrator by email.
For the procedure for project application, please refer to "3. Project application ".

1.4.2. User Portal
After completing the project application, you can access the user portal from the URL below. Two-step
authentication using One-Time Password authentication and GakuNin authentication (or local
authentication) is required to access the user portal.
*One-Time Password information will be contacted by the system administrator after project

registration is completed.

https://portal.osaka.mdx.jp

© NEC Corporation 2024 4
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There are two types of accounts available on the portal:

® GakuNin account
> An academic certification federation built by NIl in collaboration with universities across the
country.

https://www.gakunin.jp

® Local account

» mdxll dedicated account

1.5. Resource Unit

1.5.1. Data unit
Memory, virtual disk, and storage capacity are displayed as numbers calculated using powers of 2.
Units using a binary prefix (KiB/MiB/GiB, etc.) are standard for expressing numerical values calculated
as powers of 2.

Although it is semi-used, mdxll displays it using commonly seen units using the SI prefix (KB/
MB/GB,etc.).

example)
1[MiB] = 1024[KiB] — 1[MiB] is displayed as 1[MB] in mdxl!
1[GiB] = 1024[MiB] — 1[GiB] is displayed as 1[GB] in mdxll

1.5.2. CPU Pack
mdx uses a unit called CPU pack as the unit of usage of CPU resources.
A CPU pack is a set that includes the number of virtual CPUs and virtual memory. The amount of

resources that can be used with 1 CPU pack is as follows.

Name Number of vitual CPUs Amount of virtual memory

CPU Pack 1 2048MB(2GB)

1.6. Contact information

For inquiries regarding projects or service applications, please contact us using the contact information
below.

® System administrator

> Email address . mdx2-system@cmc.osaka-u.ac.jp
» Phone number : 06-6879-8813

© NEC Corporation 2024 5
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2. Usage flow

It describes the flow of using each service.

2.1. Normal calculation node/Cloud linked node (RHOSP)

The flow of using the Red Hat OpenStack Platform environment for normal calculation nodes and cloud-

linked nodes is shown in the diagram below.

@ Applicationf - pyras
for user .

@ Projectregistraton 00 |m e m e e e e e e m m i m — i — - —

: |, ® Resource allocation | Red Hat
@ OTP registration ::: System_’ OpenStaCk Platform

|
! 1
[ i i : |
‘ﬂ’ ® notify System Fortal: - 1 |
— - Administrator 1 :
Frafest ® VM Operations —_— |
M;zj:gcer Registering a VM tempplate B USEI’ s 1 EE — !
I Portal s — s —] - :
s —[= —] i
] ] ! I
@ Use virtual infrastructure | 1
|
Project | :
User -

2.2. File Server

File server services can be used in the following ways.
® Attach to the instance as an OpenStack volume (Cinder)
» Available from the user portal. For usage instructions, please refer to "4.1.10.1. Using Cinder
volumes ".
® Luster mount from OpenStack virtual machine
» Can be used from OpenStack virtual machines. To use it, you will need to request an
application by email to the system administrator. For usage instructions, please refer to
"4.1.10.2. Lustre Mount".
® Luster mount from VMware virtual machine
» Can be used from VMware virtual machines. To use it, you will need to request an
application by email to the system administrator. Please refer to "4.6.3. Lustre Mount" for
usage instructions.
® sftp access from ProjectDataPortal (Nextcloud) via instance
» Itcan be used from Nextcloud, which is available on a project-by-project basis. Please refer
to "4.4. Project Data Portal" for usage instructions.
® S3 access from myDataPortal (Nextcloud)
> Available from Nextcloud, which is available on a per-user basis. Please refer to "4.5.
myDataPortal" for usage instructions.
® S3 access via internet

> Please refer to "4.2.1. S3 Access Method" for usage instructions.

© NEC Corporation 2024 6
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2.3. mdx Il object storage
File server services can be used in the following ways.
® S3access from ProjectDataPortal (Nextcloud)
> Please refer to "4.4. Project Data Portal" for usage instructions.
® S3access from myDataPortal (Nextcloud)
» Please refer to "4.5. myDataPortal" for usage instructions.
® Usage via the Internet: S3 access

» Please refer to "4.3. Object Storage" for usage instructions.

2.4. Interoperable Node (VMware)
The flow of using the VMware environment for interoperable nodes is shown in the diagram below.
Interoperable nodes do not provide a user portal. Apply for use by emailing the system administrator.
After applying, a system administrator will create and provide a virtual machine. Please refer to "4.6.

Interoperable Node (VMware) " for details on how to apply.

. @ Project registration : VMW@I’@J
@ Apply for use H‘ (3 Building a virtual

l-, by email infrastructure environment

|
|
| |
Syst = —— B
- ystem I
P Administrator I 1
Manager = —— [
|
|
: ——
4 @ Use virtual infrastructure I - |
— . I
|
Project I !
User o ____1
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3. Project application

Apply for a project by following the steps in "3.1. New Application."” The items required to be entered in
the project application are shown in the table below.

ltem name Contents

Project Name Project name

User Name Username (*Not required for GakuNin account)

Full Name Applicant's full name

Institiution Name of applicant's institution

Mail Address Applicant's email address

CPU Pack Total number of CPU packs used in the project

*1 CPU pack = CPU 1 core, memory 2 GiB
Available Volume(GB) Total storage capacity used by the project

*Does not include capacity used for Luster mount.

Max number of Floating IP Maximum number of floating IP addresses used in the project
*Floating IP address is an address required to enable the

virtual machine to communicate with the external network.

Billing Name Name of billing contact person

Billing Mail Address Address Billing contact email address

Billing Phone Number Billing contact phone number

Billing Affiliation Affiliation name of the billing contact person

3.1. New application
3.1.1. GakuNin account

Apply for a project from the project application website using the following steps.

(1) Access the following URL from your web browser

https://project.osaka.mdx.jp/mdx_project

(2) Enter your GakuNin account username and password.

© NEC Corporation 2024 8
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@ GakuNi»

(3) Press the "New Project" button on the Project Home page.

Project Home

Welcome to mdxlIl! test001@nii.ac.jp !

| New Project |

(4) Enter the items in the table below on the Project Create Form page.

BH

RED

=K1

Project Name

mdx!l-project

Only alphabetic characters (large and

small), numbers, (underbar),

(hyphen) are allowed.

User Name testO01@nii.ac.jp User name. GakuNin ePPN is entered.
Full Name mdxIl KEB Applicant's full name
Institution mdx|l K= Applicant's Institution
Mail Address mdxll@example.com Applicant's mail address
Total number of CPU packs used in
CPU Pack 320 ]
the project (1~2240)
Total storage capacity used by the
Available Volume(GB) 500 _ & pactty y
project.
) Maximum number of floating IP
Max number of Floating IP 4
(1~16)
Billing Name mdxIl BB Name of billing contact person

Billing Mail Address

mdxll-admin@example.com

Address billing contact email address

Billing Phone Number

01234587890

Billing contact phone number

Billing Affiliation

mdx!l K=

Affiliation name of the billing contact

person

© NEC Corporation 2024 9
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Project Create Form

(5) (5) Check the entered values.

(6) Click the "Create" button

at the bottom of the Project Create Form page to complete the

application. *Please note that there is no confirmation page.

Billing Mail Address:

Billing Phone Mumbe

Billing Affliation:

(7) Once the application is completed, you will be redirected to the Project Home page.

Project Home

Welcome to mdxll! test001@nii.ac.jp !

‘ New Project

3.1.2. Other than GakuNin account
Fill out the application format below and send the application via email to the system administrator.

Project application format
Project Name

erbar), - (hyphen) are possible
User Name

ar), - (hyphen) are possible
Full Name
Institution
Mail Address
CPU Pack
Available Volume(GB)
Max number of Floating IP

© NEC Corporation 2024

1 *Project name Only alphabetical characters (large and small), numbers, _ (und

: *User name Only alphabetic characters (large and small), numbers, _ (underb

: *Applicant name

: *Applicant's affiliated institution name
: *Applicant email address

: *Number of CPU packs (1~2240)

: *Storage capacity (100~1000)

! *Maximum number of floating IP addresses (1~16))
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Billing Name

Billing Mail Address
Billing Phone Number
Billing Affiliation

: *Name of billing person

: *Billing person's email address
: *Billing person phone number
: *Billing person affiliation name

Below is an example.

Project Name

User Name

Full Name

Institution

Mail Address

CPU Pack

Available Volume(GB)
Max number of Floating IP
Billing Name

Billing Mail Address
Billing Phone Number
Billing Affiliation

> mdxll-project

* mdxll-user

> mdxll Taro

> mdxlIl University

. mdxll@example.com
1320

1500

14

> mdxll Jiro

> mdxll-admin@example.com
I XX-XXXX-XXXX

> mdxll University

3.2. Change request

The project application website only accepts new applications. If you would like to change your project

information, please contact your system administrator via email.

© NEC Corporation 2024
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4. How to user

4.1. Normal calculation node/Cloud linked node (OpenStack)
4.1.1. Information when registering a project
When registration is completed after applying for a project, the system administrator will notify you of

the following information.

® Account name

® URL of the QR code required for One-Time Password registration

*|f you applied using a local account instead of a GakuNin account, please enter the local password.

You will also receive an initial password.

4.1.2. Installing the two-step authentication app
To log in to the user portal via SSH, you need to pass two-step authentication using One-Time Password.
there is. Please prepare the application required for two-step verification and install it on your own
device.

The following applications can be used as two-step authentication applications:

0S application 5%
Android Google Authenticator Google Play Store
i0S Google Authenticator Apple App Store
Windows WinAuth https://winauth.github.io/winauth/download.html|
Google Authenticator Added as an extension to Google Chrome and Microsoft
Edge
macOS Step Two Apple App Store
Google Authenticator Added as a Google Chrome extension

4.1.3. Login to the user portal
There are two steps to log in to the user portal: One-Time Password authentication and GakuNin (or
local authentication). If you want to log in with your GakuNin account, please log in according to the
steps in "4.1.3.1. GakuNin account login". If you want to log in with a local account, follow the steps in
"4.1.3.2. Local Account" to log in.

4.1.3.1. GakuNin account login
(1) Access the following URL from a web browser.

https://portal.osaka.mdx.jp

(2) A pop-up will appear asking you to enter your username and password. Enter your username and
One-Time Password confirmed using the two-step authentication application and click the [Sign
in] button.

© NEC Corporation 2024 12

\Orchestrating a brighter world N E'
e


https://portal.osaka.mdx.jp/

@ portal.osaka.mdx.jp

This site is asking you to sign in.

Username
| |

Password

H

(3) If One-Time Password authentication is successful, the user portal login screen will be displayed.

Y mdx

ich autheniication method 1o use, contact your

(4) Click the [Connect] button.

‘Ymdx

If you are not sure which authentication method to use, contact your
administrator.

Authenticate using

Gakunin User

(5) The GakuNin login screen will be displayed. Select your institution from [Affiliated institution]

© NEC Corporation 2024 13
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and click the "Select" button.

@ GakuNin
PRIRHBIDEIR

Y —E2elib.maruzen.co.jp' EVH T IHICRENLETY

| ——————————————————— ]
dLimEAF
BNERKE
LSl TS/ HF PP
ERITEXT
AMERKF?

E WG TS SR T PR A TS

(6) The login screen for your institution's IdP will be displayed, so enter your GakuNin account

username and password.

(7) If GakuNin authentication is successful, the user portal dashboard will be displayed.

Project | Compute / Overvie

Overview

Limit Summary

Compute

Volume

Volumes Volume Snapshots Volume Storage

4.1.3.2. Local account
(1) Access the following URL from your web browser.

https://portal.osaka.mdx.jp

(2) A pop-up will appear asking you to enter your username and password. Enter your username and
One-Time Password confirmed using the two-step authentication application and click the [Sign
in] button.

© NEC Corporation 2024 14
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https://portal.osaka.mdx.jp/

@ portal.osaka.mdx.jp

This site is asking you to sign in.

Username
| |

Password

(3) If One-Time Password authentication is successful, the user portal login screen will be displayed.

Ymdx

Iy ich authentication method fo use, c

(4) Select [Local User] from the pull-down menu and click the [Connect] button.

‘Ymdx

If you are not sure which authentication method to use, contact your
administrator.

Authenticate using

Gakunin User v

Local User
Gakunin User

© NEC Corporation 2024 15
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(5) Enter the local user's username and password in [User Name] and [Password] and click the

[Connect] button.

Ymdx

If you are not sure which authentication method to use, contact your
administrator.

Authenticate using

User Name

Password

(6) If authentication is successful, the user portal dashboard will be displayed.

Project | Compute

Overview

Limit Summary

\\\\\\\\\

uuuuuuuuu

Networks Ports Routers

4.1.4. Creating a network
There are two types of networks that connect virtual machines. If you want to Luster mount the file

server area on a virtual machine, use the "Network for Luster", and if you do not want to use Luster

mount, use the "Private network". The features of each network are as follows.

® Network for Luster

>

© NEC Corporation 2024
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» The network address is 192.168.100.0/23, and an IP address is automatically assigned by
DHCP when creating a virtual machine.

> Connection to the Internet is possible by assigning a floating IP to the virtual machine.

> Used for Luster mount of file server area
*Since the network is shared with other projects, please set appropriate access restrictions
using security groups (ACL). For details on how to set up a security group, please refer to
"4.1.6. Creating a security group".

® Private network
> Closed network within the project
> Network address can be freely set by the user.

» Connection to the Internet is possible by assigning a floating IP to the virtual machine.
Follow the steps below according to the network you are using.

4.1.4.1. Network for Luster
The network for Luster is already created on the system side, so no operations are required.
Proceed to step [4.1.5. Create a key pair] .

4.1.4.2. Private network
(1) Click the [Project] menu > [Network] panel > [Network Topology] tab.

wject v | Help | 1 testuser@exampie.com

Network Orchestration Object Store ~

Networks

Routers Security Groups Floating IPs Trunks

Project / Network / Network Topology

Network Topology

& Launch Instance # Create Network + Create Router

Topology | Graph

Hismal | 82 Normal

Sliowgau-|qnd

£2/0°'00T'891°Z6T

<

@ Launch Instance || + Create Network || + Create Router

*In the initial state, the external access network "public-network" and the Luster network "lustre-
network" are displayed.

(2) Click the [Create Network] button.

© NEC Corporation 2024 17
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Network Topology Networks Routers

Project / Network / Network Topology

Network Topology

Topology Graph

22 Small 2 Normal

=
2
£
a
=

3

5

&

2

=

3

2

o &

Security Groups Floating IPs

@ Lsunch Instance |+ Create Network || + Create Router

Trunks

Project ¥ | Help | &

& Launch Instance * Create Network Create Router

(3) Enter the following on the network creation screen and click the [Subnet] tab.
- Network Name: *Optional

Create Network

W

ubnet Details

Network Name

private-network

Create a new network. In addition, a subnet associated
with the network can be created in the following steps of
this wizard.

& Enable Admin State @
& Create Subnet

Availability Zone Hints @

MTU@

(4) Enter the following items and click the [Subnet Details] tab.
+ Subnet Name: *Optional
- Network Address: *Optional

- |P Version: IPv4

- Gateway IP: *Enter one IP address from among the network addresses
- Disable Gateway: Not checked

© NEC Corporation 2024
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Create Network

Network b Subnet Details

Subnet Name

Creales a subnet associated with the network. You need

private-subnet to enter a valid "Network Address” and "Gateway IP”. If
you did not enter the "Gateway IP", the first value of a
Network Address © network will be assigned by defaull. If you do not want
galeway please check the "Disable Galeway” checkbox.
10.10.0.0/24 Advanced configuration is available by clicking on the
"Subnet Details” tab.
IP Version
1Pvd -
Gateway IP @
10100254

O Disable Gateway

R - |

(5) Enter the following items and click the [Create] button.
- Enable DHCP: *Check this if you want to automatically assign an IP address to the virtual
machine put in.
- Allocation Pools: *Assigns to the virtual machine from among the specified network addresses
Specify IP address range

Create Network

Network Subnet Subnet Details

=
Enable DHCP Specify addiional attributes for the subnet.

Allocation Pools @

10.10.0.1,10.10.0.253

~
DNS Name Servers @
#“
Host Routes @
”“
Cancel = Back Create

(6) The created private network will be displayed on the network topology screen.

Project / Network / Network Topology

Network Topology

Topology | Graph

Hismal | = Normal

B
H
g
I

i *

=

g

g

& g

S 8

< B

© ® H

JE
©

© NEC Corporation 2024

\Orchestrating a brighter world N E.



(7) Next, click the [+Create Router] button.

evmdx) [ Project| identty

Project Gompute Volumes - ore Object Store. v

Network Topology Hetworks Rauters Secuiity Groups Floaling IPs Trunks

Project / Network / Network Topology

Network Topology

& Launch Instance ||+ Create Network I-f Creale Router I

Topology | Graph

Hismal | $=Normal

=
E
g
5

F H

=|

3

8

4 &

e g

© 3 o

@ Launch Instance ||+ Create Network ||+ Create Router

(8) Enter the following items and click the [Create Router] button.
- Router Name: *Optional

- External Network: public-network

Create a Router

Router Name
testrouter Description:

Creates a router with specified parameters

& Enable Admin State @

External Network

public-network -

Availability Zone Hints @

Cancel Create Router |

() The created virtual router will be displayed on the network topology screen with it connected to
public-netwrok.

Network Topology
Topology Graph
i Small 22 Normal

vefooor ot
£2/0°00T 891261

& Launch Instance |+ Create Natwork

+
c

2
&
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(10) Next, click the virtual router icon.

Network Topology

Topology | Graph

| #Sman | 22 Normal

HIOMPBL-B.OSN|

¥2/00010T
£2/0'00T'891°761

& Launch Instance ||+ Create Network ||+ Craata Router

2180556b-c892-46b1-9c7a-b09f0 1bcb 938
® FEs

o

2L EL e

» IL—5—OFHOERT IL—5—0HIE

(11) Click the [+Add Interface] button.

x

¥Z/00°01°0T
£2/0'00T'89T'Z6T

(12) Select the following and click the [Submit] button.
- Subnet:private-network

Add Interface

Subnet

private-network: 10.10.0.0/24 (private subnet)  + Description:
You can connect a specified subnet to the router.

If you don't specify an IP address here, the gateway's
IP address of the selected subnet will be used as the IP
address of the newly created interface of the router. If
the gateway's IP address is in use, you must use 3
different address which belongs to the selected subnet

© NEC Corporation 2024 21
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(13) To go to the created virtual router screen, click the [Project] menu > [Network] panel > [Network

Topology] tab again.

Project  Network / Routers / testrouter

test-router -

Overview | Inferfaces  Static Routes

test.rof
36825206-Tf5c-4205-99c3-3 560366518

80059554262640689 Tbbedcr4BcbS T

Admin State ue

External Gateway

Network Name
Network 1D
External Fixed IPs
SNAT

(14) Confirm that the created virtual router and the created private network are connected.

Network Topology

Topology | Graph

£ Small 2 Normal

HoMPU-BOSN]

2/0°0°0T°0T
£2/0°00T'89T°261

@ Launch Instance || # Create Network | + Create Router

4.1.5. Create a key paire

Register the SSH key pair for SSH access to the virtual machine. There are two ways to register a key
pair:

® Import and register the public key of the SSH key created in advance (recommended)

® Create and register a new key pair

> You cannot set a key passphrase when creating a new key pair. Please use this only when

using the virtual machine to check its operation.

Please follow the steps below according to each registration method.

© NEC Corporation 2024 22
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4.1.5.1. Registration by importing SSH keys
(1) Create an SSH key in advance on your work terminal. The following is an example created using

TeraTerm terminal software.

@O Download and install TeraTerm from the URL below on your work terminal.

https://github.com/TeraTermProject/teraterm/releases

(@ Start TeraTerm.

@ Click the [SetUp] tab.
¥ Tera Term - [disconnected] VT

File Ed\' Contrel Window Help

@ Click [SSH KeyGenerator..].

j 1 Tera Term - [disconnected] VT
File Edit Setup Control Window Help
Terminal...

Window..

Font

Keyboard...

Serial port...

Proxy...

SSH...

SSH Authentication...
SSH Forwarding...

General...

Additional settings..

Setup directory...

Load key map...
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https://github.com/TeraTermProject/teraterm/releases

(® Click the [Generate] button.

w
1

TTSSH: Key Generator

Key type
RsA1 ©ORsA (ODsA ki
DECDSA-256  (DECDSA-384 3072

DECDSA-521 () ED25519

Key passphrase:
Confirm passphrase:
Comment:

barypt KDF format Number of rounds: 16

® Enter the passphrase to be set for the SSH key in [Key Passphrase] and [Confirm
Passphrase].

TTSSH: Key Generator X

Key type

Rsa1  ORsA DSA
DECDSA-256  (DECDSA-384 3072 v
DECDSA-521  (D)ED25519 Help

key generated

Keypassphrase:  sssssses

ey oo | Generate |

Confirm passphrase: sesssess

Comment:  xxXXj@SMC-VM-DG-92

B8 bcrypt KDF format Number of rounds: 16

Save public key Save private key

@ Press the [Save private key] button to save the private key. The private key is required
for SSH access to the virtual machine, so please store it securely so that it is not
leaked or lost.

TTSSH: Key Generator X

Key type

RSA1  ORSA DSA Key Bits:
DECDSA-256  (DECDSA-384 3072 (Close
O ECDSA-521 ED25519 Help

Generate |

key generated
Key passphrase:  essssssss
Confirm passphrase:  eeessess

Comment:  XXXX}@SMC-VM-DG-92

barypt KDF format Number of rounds: 16

Save public key Save private key

© NEC Corporation 2024
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Click the [Save public key] button to save the public key. The public key is used to

register a key pair.

TTSSH: Key Generator X

| Generate |

Key type
(ORsa1  ORsA DSA Key Bits:
DECDSA-256 (O ECDSA-384 3072 Close

DECDSA-521 () ED25519 Help
key generated
Keypassphrase:  esssesss
Confirm passphrase:  seessess
Comment:  xxXXJ@sSMC-vM-DG-92

barypt KDF format Number of rounds: 16

Save public key Save private key

Log in to the user portal. Please refer to "4.1.3. Login method" for the login method.

Project ~ | Help | L testuser@example.com

(3) Click the [Project] menu > [Compute] panel > [Key Pairs] tab.

e —
#vmdx! | Projest| (entty max2 TenantAdmin
Project - Gompute Volumes [ Orchestration Object Store ~

Overview Instances Images

Project / Compute / Key Pairs

x| +F-—R7DEE L BB -

FEETRDERA

0T

(4) Click the [Import public key] button.

Project | ldentty  mdx2

Compute Volume: Network Orchestration Object Store ~

Overview Instances Images
Project / Compute / Key Pairs
F—RT

F1ILE x| *F—TOfEE

Q | Irils-ofE

0 FER
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(5) Enter and select the following on the public key import screen, and click the [Import public key]
button.
- Key pair name: *Optional
- Key type: SSH key

- Select file: *Select the public key you created.

AHBOA R~

F-nFE"

test-keypair

R
H
7 AN SOLRBORIAS
IPAILOER | 77 IMBRENTOVERA

L0 * (EEFM) T YDA X 16,00 KB 573 /01

x AL L ARBOA AR

(6) Once the key pair registration is complete, the registered key pair will be displayed in the list.
Your web browser will start downloading the private key, so download it.*This key will be used

to access the virtual machine, so please keep it carefully in case it gets lost or leaked.

(7) Once the key pair registration is complete, the registered key pair will be displayed in the list.

Project | Identty mdx

Compute Volumes ~ Metwork ~ Orchestration ~ Object Store ~

Ovenview Instances Images Key Pairs Server Groups

Project / Compute / Key Pairs
F—~R77

Q I F-OEEFERILTER FEFEETOCR. eIy ILTIEE.

n

1 45T
) &=
O ¥ testkeypair

1#45%ET

4.1.5.2. Registration by new creation
(1) Click the [Project] menu > [Compute] panel > [Key Pair] tab.
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o —
#amdx/ P ldentty  ma2 Tenant Admin

Project © | Help | & testuser@example.com

Project - Compule Volumes Network Orchestration Object Store +

Overview Instances Images ey Pairs Server Groups

Project / Compule / Key Pairs

x| #F-~TORER L08R A

0 fER

o @~ L]
ERISEENBDEEA

OHHRR

(2) Click the [Create Key Pair] button.

Project | Ider

Compule | Volume: 3 Orchestration Object Store.

Overview Instances Images Key Pairs Server Groups

Project / Compule / Key Pairs

F—77

OHET

o #=Ee =
ERISERFBOERA

oHER

(3) Enter the following items and click the [Create Key Pair] button.
- Key pair name: *Optional
- Key type: SSH key

F—=RT7OIER

F—AFE"

test-keypair

R "

SSH £2

xBmOEL

(4) Once the key pair registration is complete, the registered key pair will be displayed in the list.
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M mdx Projest | Identity  mdx2 Tenant Admin

Project ~ Compute Volumes ~ Hetwork -~

Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Projeci / Compute / Key Pairs

F—RT

4.1.6. Creating a security group

A security group is a set of IP filter rules that control the sending and receiving of communications on

virtual machines.

By default, a security group called "default" is provided. "default" allows all outgoing traffic and denies

all incoming traffic from sources other than virtual machines in the same security group.

You can also create a new security group for your project. Below are the steps to create a new rule and

apply a rule that allows ICMP and SSH.
(1) Click the [Project] menu > [Network] panel > [Security Groups] tab.

M mdx Project  ldenity  mcx2 Tenant Admin

Project ~ Compute ~ Volumes

Orchesirafion ~ Object Store ~

Network Topology

Networks Routers Security Groups Floating IPs Trunks

Project / Neltwork / Security Groups

Security Groups

145FER

a Name Security Group ID

0O default 18a229a6-b576-4fbf-bb95-158685960b667
15T

(2) Click the [+Create Security Group] button.

#ymdx Project | Identty  md< Tenant Admin

Project

Help | 2 testuser@example com v

Project ~ Compute ~ Volumes Network

Orchestration Object Store

Network Topology Networks Routers Security Groups Floaing IPs Trunks

Project / Network / Security Groups

Security Groups

O Name Security Group ID

Description

O default 08322926-0576-4f0f-bb95-158685960667

Default security group
1R

14FR

Actions

Manage Rules

(3) Click the [Create Security Group] button.
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Create Security Group

Name "
test-securitygroug| | DeSCI’IplIOn:

Security groups are sets of IP filter rules that are applied
to network interfaces of a VM. After the security group is
created, you can add rules to the security group

(4) Click the [+Add Rule] button.

Network Topoiogy Networt

Routers ‘Security Groups Floating IPs Trunks

Project  Network / Security Groups / Manage Security Group Rul

Manage Security Group Rules: test-securitygroup (b35f639¢-e196-4c89-b5b4-

737ce42e25a0)
|
2R
O Direction Ether Type 1P Protacol Port Range Remote IP Prefix Remote Security Group Description Actions
O Egress 1Pvd Any Any 0.0.0.00 Delete Rule
O Egess e any any 0 - E
2HER

(5) Enter the following items and click the [Add] button.
- Rules: Custom ICMP Rule

- CIDR: *Enter the IP address of the access source to be allowed.

Add Rule
Rule *
Custom ICMP Rule - Description:
Rules define which fraffic is allowed to instances assigned

Description @ to the security group. A security group rule consisis of

three main parts:
Rule: You can specify the desired rule template or use
“ custom rules, the options are Custom TCP Rule, Custom
Direction UDP Rule, or Custom ICMP Rule.
| Open Port/Port Range: For TCP and UDP rules you may
-
naress choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with

Type @ space to provide both the starting and ending ports for the
range. For ICMP rules you instead specify an ICMP type
and code in the spaces provided.

Code @ Remote: You must specify the source of the traffic fo be
allowed via this rule. You may do so either in the form of
an IP address block (CIDR) or via a source group
(Security Group). Selecting a security group as the source

.
Remote " @ will allow any other instance in that security group access
CIDR . to any other instance via this rule.
CIDR" @
10.10.0.11
e

(6) The created ICMP rules will be displayed in a list.
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#amdx| |Frost| denity  mix

Project v | Help | 2 testusen@example.com ~

Compule « Volumes Network. Orchestration - Object Store +

Netwark Topology Hetworks Routers Security Groups Floaling IPs Trunks

Project / Network | Security Groups / Manage Security Group Rul

Manage Security Group Rules: test-securitygroup (b35f639c-e196-4c89-b5b4-
737ced2e25a0)

+Add Rule
SRR
O Direction Ether Type IP Protocol Port Range: Remote IP Prefix Remote Security Group Description Actions
O Egress 1Pua any Any 00000 Delete Rule
0 s - - o wwons | =
3#En

(7) Click the [+Add Rule] button.

@ mdx|| | Projest| denity i TenantAdmin

Project v | Help

Project v Compute Volumes Network. Orchestration -

Object Store +

Network Topology Hetworks Routers

Security Groups Floaling IPs Trunks

Project / Network / Security Groups / Manage Security Group Rul

Manage Security Group Rules: test-securitygroup (b35f639c-e196-4¢89-b5b4-
737ced42e25a0)

3T

O Direction

Ether Type 1P Protocol Port Range Remote IP Prefix Remote Security Group Description Actions

O Egess 1Pya Any Any 0.0000 Delete Rule
O Egess 1Pvs Any any 0 Delete Rule
O ingress Pva icmp any 10.100.11732 Delete Rule

IHER

(8) Enter the following items and click the [Add] button.
* Rule: SSH

- CIDR: *Enter the IP address of the access source to be allowed.

Add Rule
Rule *
ssH - Description:
Rules define which traffic is allowed to instances assigned
Description @ o the security group. A security group rule consists of
three main parts:
Rule: You can specify the desired rule tempiate or use
% custom rules, the oplions are Custom TCP Rule, Custom
Remote* © UDP Rule, or Custom ICMP Rule.
ooR Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
" Selecting the "Port Range" option will provide you vith
CIDR" @ space lo provide both the starfing and ending ports for the.
10100.11

range. For ICMP rules you inslead specify an ICMP type
and code in the spaces provided.

Remote: You must specify the source of the raffic fo be
allowed via this rule. You may do s either in the form of
an IP agdress block (CIDR) or via a Source group
(Security Group). Selecting a security group as the source
will allow any other instance in that security group access
to any other instance via this rule.

Cancel

(9) The SSH rules you created will be displayed in a list.
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Network Orchestration

Network Topology Networks Routers Security Groups Floating IPs Trunks

Project / Network / Security Groups | Manage Security Group Rul

Manage Security Group Rules: test-securitygroup (b35f639c-e196-4c89-b5b4-
737ced42e25a0)

+A0d Rule
4R

O Direction Ether Type 1P Protocol Port Range Remate IP Prefix Remote Security Group Deseription Actions

O Egress 1Pu4 Any Any 0.0.0.00
O Egress 1PvS Any Any 0 w
O Ingress 1Pv4 1cMp Any 101001132 m
O ingress Pus Tce 22 (ssm) 0100102 =3
=g

4.1.7. Creating a virtual machine

(1) Click the [Project] menu > [Compute] panel > [Instances] tab.

#vmdx/ | Projest | Ildentty mda Tenant Admin Project v | Help | 4 testuser@exampie.com

Project v Compute Volumes - Network Orchestration Object Store ~

Overview Images Key Pairs Server Groups

Project / Compute / Insiances

Instances

Instance 1D =~ Filter | & Launch Instance

Instance Name Image Name IP Address Flavor Key Pair Status Availability Zone Task Power State Age Actions

No items to display.

(2) Click the [Launch Instance] button.

#vmdx| | Projet | identty ma:2 Tenant Amin Project + | Held | 4 testuser@example com ~

Project v Compute Volumes ~ Network Orchestration Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compule / Instances

Instances

Instance 1D =~ Filte & Launch Instance

Instance Name Image Name IP Address Flavor Key Pair Status Availability Zone Task Power State Age Actions

No items to display.

(3) Enter the following items and click the [Next] button.

- Instance name: *Optional
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AR ADIEH)
. AV REYADBHNDORR M A YRAIYADT TOAEDTRASEUT A~ —>  VRE YV ABEIBE
LTLEZEW. RURETERDN VXY D REEMT DBRE A VR IRBEE P LT IIZEL.
y-2 JOSIIME BEADAHR
(10 Max)
test-project01
Tb—t—"*
AZRIVRE" 10%
Fyho—4"
test-instance01
Fy bO—DoR— B 0 BAEEES
- 1 EME
tFaUFr—IIL-F 9ED
ey PRASEVF—Y—
. nova v
BRIE
ST AIRIIZE
1
2rza-5—kE2k
AT -5
% mOHL s Juo |

(4) Click the [ 1] button of the image you want to use as the virtual machine's OS image from the
available column. Click the Next button. The OS images prepared on the system side are
RockyLinux 9.3 and Ubuntu 22.04 Server.

A 2 R ZOIEEH
i~
F=hY-ABBRLT AW B ~ hORR
IL—T—* g A - H | v
oy h7—2* WU2-AY1Z (GB) A 2RSS AW 1~ W
P ] g [
- . FIARE
DNYTHES
Br 0 HER
)= =3 ] N BAX L AWER
e HFOMARERPAT LS 1 SRRLT K2
VRER
w FIFEE]EE 1OERUT CEE.

Q  DALS-DEEEREINFF

2HER

W L] Y4x L) LEER
» RockyLimw93 1424 1038 AM 1.01G8 acowz  MFUws
> Ubuniu-22 D4-Server 1424 1022 A0 BIS25MB  QCOW2  JtTUw#
2pEF

xBOHL -sz.l mAy I ]

(5) Click the [ 1] button of the flavor that you want to select as the amount of resources to allocate

to the virtual machine, and then click the [Next] button. If you use Luster mount, please select
ve8m16g or higher flavor.
*Flavors with a yellow triangle mark cannot be used because they have exceeded the project

quota.
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A 2 RE 2 AMELE
=g APAEZAOAYEL— b AFU—. APL—SUV—RF. TL—N—&UTEESNTVET. 9
ElIOLTHEH
Y=A £W  BEECPU  XEU—  BHTFARY  A—LF4RZ  —BFCRY STUws
IL—/t-* LFORERIEAP AT LS { DERUTZE N,
“ —5*
Ay bD—5 w FFDIEE 1SBRUTLZEN.
Fy hI—HOm— Q | ZANS-OEEFLEIAFFEAMBERTICE. TRy HLTIES. ®
EFIUFA =TT s &E AEU—  EHTARY N—bTARY —BFARZ KTuss
cPu
F—T
> vcim2g 1 2GB 100 GB 100 GB 0GB F) »
> vc2mdg 2 4GB 100 GB 100 GB 0GB F) L3
Y= IL—T
> vcdm8g 4 8GB 100 GB 100 GB 0GB F) L3
Arza-3—k>h
AT — > vc8mibg 8 16 GB 100 GB 100 GB 0GB F) L3
? vci6m32g 16 32GB 100 GB 100 GB 0GB (& ES
? vc32médg 32 64GB 100 GB 100 GB 0GB (& *
y VOBAMIZE g, 2 00ce 100 GB oce [FOA) »
9 GB
vc128m25 256
\
> 60 128 6B 100 GB 100 GB 0GB 3 »
vc224m51 448
> 2 224 GB 100 GB 100 GB 0GB [F -+
*BOHAL =3 Imml\
- .

(6) Click the [ 1] button for the network that connects to the virtual machine and click the [Security
Group] tab.

A A AMELE
s Fy NI—HE55D FADA ¥ RS Y AROEEEEERELET. ©
v EInLTHEH BFOUR MRy MI—SEBRLTESL.
=2
Fy b2 AOMTHTFw b e SRR AF—HR
IL—1—

BTFORERERFATLADS 1 DBIRLT L ZEW.

v FRRTRE

Fy b I —LOm—

Q | IS -OEEELRILTEA MRRETDICR. IRV ILTREE. x

Fy hI—SFEPRCEE 1 DBRLT EEN

F~7 R

> private-network private-subnet VI HiEm wER +
=E

> lustre-nstwork lustre-subnet £ ShiF wER L
Y= =a—7
AFTa—3—kk
AST—4
xEDEL ED B

(7) Select the security group to apply to the virtual machine. [default] is applied by default. To
change to the security group you created, click the [ 1] button for the security group you want
to select, and then click the [ | ] button for [default].

After selecting the security group, click the [Next] button.

*Multiple selections are possible.
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A VAR ADIEE)

oy hI— O

TFIUT T

B—) ==
Afrza—S—k>h
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(8) Select the key pair (SSH public key) to be registered in the virtual machine. If there is only one

registered key pair, it will be selected by default. If there are multiple key pairs, select the key

pair to register using the [ 1 ][ | ] buttons. After selecting, click the [Create Instance] button.
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> testkeypair ssh 34:c1:97:36:47:13:22:80:05:47-a1:36:03:d1:7d:26 +
1&=R

v FREIEE 1oBRUTL RS,

Q | TS —DEEFERIILFFEAMEREST x
0 BERER
£ &5l T ¥ H-TUY
ERIBEESBDEEA
0FETR

O EBERD)-FZRETS

= WA & A V25 ADES

(8) Confirm that the created virtual machine is displayed in the instance list and its Status is "Active".

Project  ldens
Compute Metwork ~ Orchesiration ~

Overview Instances Images Key Pairs Server Groups
Project / Compule / Instances

18T

O instance Name Image Name 1P Address

O [estinstance0 192.168.101.17
1EER

Instance D=~ Filter & Launch Instance More Actions ~
Flavor Key Pair Status Availability Zone Task Power State Age Actions
ve16m32g testkeypair nova None Running 0 minutes Create Snapshat | =
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4.1.8. Granting Floating IP
By assigning a floating IP to a virtual machine, you can enable communication with external networks

such as the Internet.

(1) Click the [Project] menu > [Network] panel > [Floating IPs] tab.

#Mmdx Project  Identy  mds2 Tenant Admin Project v | Help | & testuser@example.com ~

Project ~ Compute ~ Volumes ~ Network Orchestration ~ Object Store ~

Network Topology Networks Routers Security Groups Floating IPs Trunks

Project / Network / Floaling IPs

Floating IPs

Flosting IP Address =~ Fiker | % Allocate IP To Projsct

IP Address Description DNS Name DNS Domain Mapped Fixed IP Address Pool Status. Actions

N items to display

(2) Click the [Allocate IP To Project] button.

Network Topology Networks Routers Security Groups Floating IPs Trunks

Project / Network / Floaling IPs

Floating IPs

Flosting IP Address =~ Filtss % Allocate I To Projest

IP Address Description DNS Name DNS Domain Mapped Fixed IP Address Pool Status Actions

Noitems to display.

(3) Select "public-network" from the [Pool] pull-down menu and click the [Allocate IP] button.

Allocate Floating IP

Pool *
public-network - Description:
Allocate a floafing IP from a given floating IP pool.
Description
Project Quotas
Floating IP
DNS Domain
DNS Name

Cancel Allocate IP

(4) The IP address secured in the Floating IP list will be displayed.

evmdx| | Project | identty a2 Tenant Admin Project | Help | 1 testuser@example com

Project ~ Compute v Volumes ~ Network Orchestration ~ Object Store ~

Network Topology Networks Routers Securily Groups Floating IPs Trunks

Project [ Network / Floating IPs

Floating IPs

Floating IP Address = ~ Fiter | % Allocate IP To Project

Displaying 1 item

O IPAddress Description DNS Name DNS Domain Mapped Fixed IP Address Pool Status Actions

Of 19250250 - public-network Dowin Associate | =

Displaying 1 item
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(5) Click the [Associate] button.

#vmdx| | Project | ldentty mdd Tenant Admin

Project ~ | Help | 4 testuser@example.com

Project Compute ~ Volumes ~ Network Orchestration

Object Store ~

Network Topology Networks Routers Security Groups Floating IPs Trunks

Project / Network | Flaating IPs

Floating IPs

Floating IP Adcress == Filer || % Allacate IP To Project

Displaying 1 item

O 1P Address Description DNS Name DNS Domain Mapped Fixed IP Address Pool Status Actions

O 19250250

- bl netuork Doun ,
Displaying 1item

(6) Select the virtual machine to which you want to allocate a floating IP from the pull-down menu
of [Port to be associated], and click the [Associate] button.

Manage Floating IP Assaciations

P Address Select the IP address you wish to associate with the
192.50.2.50 - + selected instance or port

Port to be associated *

testinstance01: 192.168.101.249 -

Cancel

(7) Confirm that the virtual machine name and Floating IP assigned to Mapped Fixed IP Address in
the list are displayed.

Frojel | identty  mdx? Tenant Admin

T Y ——

Compute v Volume: Melwork |  Orchestration

Object Store.

Netwark Topology Networks Routers Secuiity Groups Floaling IPs Trunks

Project / Network [ Floating IPs

Floating IPs

Floating IP Address =~ Filter | % Allocate IP To Project

Displaying 1 tem

O IP Address Description DNS Name DNS Domain Mapped Fixed IP Address Pool Status Actions

O 19250250

testinstance01 192.168.101.24 public-network Active Disassociate [

Displaying 1 tem

4.1.9. Accessing virtual machines

Access the floating IP assigned to the virtual machine using SSH. For SSH access, specify the private

key of the key pair specified when creating the virtual machine. The command to access via SSH is as
follows.

$ ssh -i <SSH private key> -| <initial username> <Floating IP of virtual machine>

Example)

$ ssh -i ~/.ssh/id_rsa_mdx -| mdxuser 192.50.2.50
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*Create a virtual machine from the RockyLinux 9.3 and Ubuntu 22.04 LTS OS images prepared on
the system side. If created, the initial user name will be "mdxuser".

*|f SSH access to the virtual machine is not possible, make sure the necessary communication is
allowed in the security group. Please confirm that.

4.1.10. Use of file server

It is possible to use the file server area from a virtual machine. There are two ways to use it:

® Use Cinder volume
>  File server area can be used more easily than Luster mount.
>  Only one virtual machine can be connected to one Cinder volume.

»  Available capacity is within the project quota (resource amount limit)

® Use with Luster mount from virtual machine
» Access performance is higher than using Cinder volume.
» To use it, you need to apply to the system administrator and set up the Luster client.

> Available capacity is specified at the time of application separately from the project quota.
Please follow the steps below according to your usage.

4.1.10.1. Using Cinder volumes

(1) Click the [Project] menu > [Volume] panel > [Volumes] tab.

Frojest | Identty _mdc Tenant Admin

| Heip | 2 testusen@erample.com

Compute ~ Volumes Network Orchestration Object Store ~

Snapshols Groups Group Snapshots

Project { Volumes / Volumes

Volumes
+ Create Volume = Accept Transfer
Displaying 2 ilems
O Name Description Size Status. Group Type Attached To Availability Zone Bootable Encrypted Actions
o f02b1177-334e-4dad-99a2-7dbfce88765d - 100GiB In-use - tripleo Idevivda on test-instance01 nova Yes. No Edit Volume |~
O cec80073-9b96-4a8d-be27-bc3d6227MH1c - 100GiB Available tripleo nova Yes No Edit Voume | ~

Displaying 2 flems

(2) Click the [+Create Volume] botton.

#amdx/ | Projet | identy  md:2 Tenant Admin

Project v | Help | 4 testuser@example.com |
Proj Compute ~ Volumes Network Orchestration ~ Object Store ~

Snapshots Groups Group Snapshots

Project / Volumes / Volumes

Volumes

Displaying 2 items.

O Name Deseription size Status Group Type Attached To Availability Zone Bootable Encrypted Actions
O f02b1177-334e-4dad-99a2-TdbiceB8765d - 100GiB In-uss. - tipiso  Jdevivda on testinstanca01 nova Yes No Edit Volume | ~
O cec0073-9b96-4a8d-be27-bc3d6227c - 100GiB Available tripleo nova Yes No Editvoume |~

Displaying 2 items.
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(3) Enter the following items and click the [Create Volume] button.

*The default for [Type] is "tripleo”, but be sure to select "project-volume".

- Volume Name: *Optional
+ Volume Source: No source specified (empty volume)
- Type: project-volume

- Size(GiB): *Specify the capacity you want to use within the quota

Create Volume

Volume Name

fileserver-volume Descnptlon'
Volumes are block devices that can be aftached to
Description instances.

Volume Type Description:
project-volume

-~ No description available.

Volume Source

Volume Limits

No source, empty volume - .
Total Gibibytes
Type
Number of Volumes
project-volume -
Size (GiB) "

20

Availability Zone

nova -
Group @
No group -

Cancel I

(4) The created volume will be displayed in the volume list.

Volumes Network

Volumes Snapshots Groups Group Snapshats

Project / Volumes / Volumes

Volumes
+ Create Volume = Accept Transfer
Displaying 3 items
O Name Description Size Status Group Type Attached To Availability Zone Bootable Encrypted Actions
o fileserver-volume I - 20GiB Available - project-volume nova Ho No Edit Volume | v
o 02b1177-334e-4dad-99a2-Tdbfce83765d - 100GIB In-use - tripleo idevivda on test-instance01 nova Yes No EditVolume | ~
[u) €2c80073-9b96-4a9d-bc27-be3d6 227 ¢ - 100GIB Available - tripleo nova Yes No Edit Volume | ~

Displaying 3 items

(5) Click [Manage Attachments] from the pull-down menu on the right side of the volume you

created.
ERcrypted Actions
Mo Edit Wolume F|
Extend Volume
No |
I Manage Attachments I

Create Snapshot

No |
Change Volume Type
Upload to Image
Create Transfer

Delete Valume

Update Metadata
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(6) Enter the following items and click the [Attach Volume] button.

- Attach to Instance: *Specify the instance to which the volume will be connected

Manage Volume Attachments

Instance Device Actions

No items to display.

Attach To Instance
Attach to Instance * @

test-instance01 (5e087dd8-1998-4025-8349-2669be2f6fb9)

Device Name @

Cancel I Attach Volume

(7) Confirm that the virtual machine name and device name to which the volume is attached are
displayed in Attached To in the volume list.

Froject y  ma2Te

Vo Netvork Orchestration

Volumes Snapshots Groups Group Snapshots

Project / Volumes / Volumes

\olumes

+Create Volume || = Acospt Transer
Displaying 3 ftems.

O Name Desoription Size Status Group  Type Attached To Availability Zone Bootable Encrypted Actions

O fleservervolume S 20618 In-use - project volume Idevivab on testinstance01 nova No No Edit Voime | ~
n-use - ance! nova s stvoume

O f0201177-334e-4dad-9922- Tdbfee8s765d - 100GiE tipleo Ideuivaa on tes

O cecsd

9696-4a8d-be27-be3d6227 ¢ S 100GE  Available tipleo nova Yes No Edit Volume | ~

Displaying 3 ftems.

These are the steps to connect a volume to a virtual machine.

The connected volume can be seen from the virtual machine using the device name confirmed above
(e.g. /dev/vdb). Since the contents of the volume are empty, you will need to create a file system
depending on your usage.

The following procedure describes an example of using a connected volume as an XFS file system.

# mkfs -t xfs /dev/vdb

# mkdir /data

# mount -t xfs /dev/vdb /data

4.1.10.2. Lustre Mount

Please send an email to your system administrator with the following information and request to use
Luster mount.

————— Luster mount usage application format -----
Project name: *Enter the project name

Virtual machine IP address: *IP address assigned to the virtual machine (192.168.[100,10

© NEC Corporation 2024 39

\Orchestrating a brighter world N E'




1].X)
Usage capacity: *Listed in GB

*Based on the above information, the system administrator will set the necessary information on the

file server.

After your system administrator notifies you that Luster mounts are available, you will need to configure
the Luster client on your virtual machine. The RokcyLinux 9.3 and Ubuntu 22.04 LTS OS images
prepared on the system side include Luster client packages and configuration files.

The following describes how to mount Luster on a virtual machine created with an OS image prepared
by the system.

(1) Login to the virtual machine and switch to the root account using sudo su, etc.

(2) Check the interface name where the Luster network IP address (192.168.[100,101].X) is set on
the virtual machine.

# ip address show

--omission:--

2: eth0: <BROADCAST,MULTICAST,UPLOWER_UP> mtu 1442 qgdisc fq_codel state UP gro
up default glen 1000

--omission--

(3) Correct the interface name specified in /etc/modprobe.d/lustre.conf to the confirmed interface

name. *Bold parts will be corrected.

# vi /etc/modprobe.d/lustre.conf

options Inet networks=tcp(eth0)

options Inet Inet_transaction_timeout=100
options ksocklnd rx_buffer_size=16777216
options ksocklnd tx_buffer_size=16777216
options ksocklnd conns_per_peer=8

options ksockind nscheds=8

(4) Correct the interface name specified in /etc/sysconfig/lustre_client to the confirmed interface
name.
* The file path is different between Rocky Linux (RHEL series) and Ubuntu Server.

*Bold parts will be corrected.

® Rocky Linux

# vi /etc/sysconfig/lustre client

---omission---
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Bt++++++++++ttt bttt b+
# LNET Interface

#

[F1=eth0

---omission---

® Ubuntu Server

# vi /etc/lustre_client

--omission:--
#t+++++++++++++++++
# LNET Interface

#

IF1=eth0

---omission---

(5) Start lustre_client.service.

# systemctl start lustre_client.service

(6) Confirm that Luster mount is possible.
# df -h -t lustre

Filesystem Size Used Avail Use% Mounted on
10.10.0.16@tcp:10.10.0.18@tcp:10.10.0.17@tcp:10.10.0.19@tcp:/lustre  503T 520G 497T 1% /lustre

(7) Enable automatic startup of lustre_client.service so that Lustre mounts automatically when the

virtual machine OS starts. (Any)

# systemctl enable lustre_client.service

These are the steps to configure the Luster client.

When handling data in the file server area, please use the "/lustre" directory mounted by Lustre.

4.2. File Server
4.2.1. S3 Access Method
The file-server system includes a server for S3 access. The S3 endpoint of the file server is below.

S3 endpoint: s3gwlustre.osaka.mdx.jp

In order to synchronize your local data on the file server and access it from the rclone command
(described later) or online storage service, you need to create an access key/secret key and an S3
bucket to which the user will connect.

Since work is required on the S3 access server of the file server, ask your system administrator for

the settings. If you wish to use S3, please send a request email using the format below.
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E-mail : mdx2-system@cmc.osaka-u.ac.jp

Subject : Configuration request for file server S3 access

Dear System Administrators

| would like to configure S3 access to the file server.

full name:
Project name:
User name:
UlID:
GID:

Bucket name:

Bucket name: Set arbitrarily using half-width alphanumeric characters

rclone is one way to access S3 using CLI. Install the following packages to remotely connect to

a bucket on a file server with rclone. (For Rocky)

$ sudo dnf install rclone

In order to access S3 with the rclone command, you need to set remote connection config. You

can add, edit, and delete settings interactively using the following commands.

$ rclone config

Below, select the numbered option to set new connection config. To complete the setup, you

have to get the access key and secret key of the connected S3.

No remotes found - make a new one

n) New remote

s) Set configuration password

q) Quit config

n/s/q>n

name> nec03-lustre

Option Storage.

Type of storage to configure.

Enter a string value. Press Enter for the default (").

Choose a number from below, or type in your own value.

(omitted)

4 / Amazon S3 Compliant Storage Providers including AWS, Alibaba, Ceph, Digital Ocean,
Dreamhost, IBM COS, Minio, SeaweedFS, and Tencent COS
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¥ "s3"
(omitted)
Storage> 4
Option provider.
Choose your S3 provider.
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.
(omitted)
14 / Any other S3 compatible provider
¥ "Other"
provider> 14
Option env_auth.
Get AWS credentials from runtime (environment variables or EC2/ECS meta data if no env
vars).
Only applies if access_key_id and secret_access_key is blank.
Enter a boolean value (true or false). Press Enter for the default ("false").
Choose a number from below, or type in your own value.
1 / Enter AWS credentials in the next step.
¥ "false"
2 / Get AWS credentials from the environment (env vars or IAM).
¥ "true"
env_auth>1
Option access_key id.
AWS Access Key ID.
Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default (").
Option secret_access_key.
AWS Secret Access Key (password).
Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default (").
Option region.
Region to connect to.
Leave blank if you are using an S3 clone and you don't have a region.
Enter a string value. Press Enter for the default (").

Choose a number from below, or type in your own value.

/ Use this if unsure.
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1 | Will use v4 signatures and an empty region.
y
/ Use this only if v4 signatures don't work.
2 | E.g. pre Jewel/v10 CEPH.
¥ "other-v2-signature"
region> us-east-1
Option endpoint.
Endpoint for S3 APL.
Required when using an S3 clone.
Enter a string value. Press Enter for the default ("").
endpoint> s3gwlustre.osaka.mdx.jp
Option location_constraint.
Location constraint - must be set to match the Region.
Leave blank if not sure. Used when creating buckets only.
Enter a string value. Press Enter for the default (").
location_constraint>
Option acl.
Canned ACL used when creating buckets and storing or copying objects.
This ACL is used for creating objects and if bucket_acl isn't set, for creating buckets too.
For more info  visit https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-
overview.html#canned-acl
Note that this ACL is applied when server-side copying objects as S3
doesn't copy the ACL from the source but rather writes a fresh one.
Enter a string value. Press Enter for the default (").
Choose a number from below, or type in your own value.
/ Owner gets FULL_CONTROL.
1 | No one else has access rights (default).
¥ "private”
/ Owner gets FULL_CONTROL.
(omitted)
acl>1
Edit advanced config?
y) Yes
n) No (default)
y/n>n
[nec03-lustre]
type = s3
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provider = Other
region = us-east-1
endpoint = s3gwlustre.osaka.mdx.jp

acl = private

Verify that you can access S3 with the connection settings created above. The following

command can output a list of files existing in the bucket.

$ rclone Is nec03-lustre:
40 nec03bct/hello.txt
104857600 nec03bct/testfile01

For example, use the following command to transfer data.

$ rclone copy hello.txt nec03-lustre:nec03bct

4.3. Object Storage

4.3.1. Application for use
This section describes how to apply for object storage usage on the object storage application

management screen. And, how to change the size after completing the object storage application.

4.3.1.1. New application for object storage
After logging in to OpenStaack, please proceed as follows from the tabs at the top of the page.

mdx Il tenant management > Object Storage

You can apply for new object storage on the object storage application management page. The

number of object storages that can be requested per project is 1. Click the "Request ObjectStorage"

button on the right side of the page.

H-EE | mbd 77> MER

FHoka-Y J T4 2R ProjectDataPortal Motices

AT ORI RL—2

Status Size [GB] Access key Secret key Administrator Initial password Actions.

ERTIEENBOERA
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When you press the "Request ObjectStorage" button, a form to enter the size will be displayed as
shown below. Please enter the size (GB) of object storage you are requesting.

The size that can be requested is 1,000 GB to 100,000 GB. To apply with the size you entered, press
the "Create" button.

Request Object Storage

Size [GB] * Enter your new Object Storage size.

1000|

Once the application is completed, the application information will be displayed in the table. After
applying, "Request" will be displayed in the Status column. Please wait for the object storage
configuration to complete. You may have to wait up to 10 minutes. Please try refreshing the page/re-

logging after 10 minutes.

AT O RARL—2

BB
Status Size [GB] Access key Secret key Administrator Initial password Actions
Request 3000 Requested 20240322 1353 Requested 202403722 1353 Waiting Wating

18

When the object storage settings are completed, the Status column will become "OK" and connection
information will be shown in the image below. Please confirm that the credential information is
displayed in the Access key column and Secret key column.

In addition, object storage management user information is displayed in the Administrator column
and Initial password column. This is required to log in to Nextcloud and LDAP Account Manager, which
are applied from the ProjectDataPortal application management page.

*The Initial password value is fixed and continues to be displayed. Please change your password

after logging in for the first time.

ATTORARL—2

18R

status Size [GB] Access key Secret key Administrator Initial password Actions

oK 1000 00c42a362b2a301a633a 8Ca0gjMbgardDdwbbidsQT3ArFBLFxDwgl/BgWv pdpadmin UMLGa5.bfYSs wE
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4.3.1.2. Resizing object storage

After completing the object storage settings, the "Edit" button will be available from the Actions
column. By pressing the edit button, you can apply to change the size of the configured object storage.
After pressing the edit button, the following size change request form will be displayed.

You cannot reduce the size from the already set size, you can only request an expansion. The

maximum size that can be requested is 100,000 GB. If you wish to change the size you have entered,
please press the "OK" button.

Edit Object Storage

Size [GB]* Enter the Object Storage size(Change).

Once the change request is complete, the changed size will be displayed in the Size [GB] column of
the table. After applying, "OK" will still be displayed in the Status column, but please refrain from
pressing the "Edit" button again. If you wait for about 2 minutes and refresh the page/log in again, the
Status column will be updated to "Edit".

Please wait for the object storage configuration to complete. You may have to wait up to 10 minutes.
Please try refreshing the page/re-logging in every 10 minutes.

AT IR L —2

1 RBR

Access key Secret key Administrator Initial password
00c081691ca932¢001 e HK523IMVZ20RXI0J3 GOSHEGCLVSANJSTIZI pdpacmin
1B

Actions.
Fig2LZ5n

Once the object storage configuration is complete, the Status column will be "OK". There is no change
in the connection information from before the resize.

4.3.1.3. Object storage configuration error

After applying for object storage, object storage may return an APl error during configuration. Even if
an error occurs, the reconfiguration process will be performed and the configuration may be completed.

If the situation does not improve even after waiting 30 minutes from the time the error occurred,
please send an email to the address below.

E-mail : mdx2-system@cmc.osaka-u.ac.jp
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If you can attach the error information displayed in the email, it may help us resolve the issue more

smoothly.

ATZT ORI L —2

Error: Please contact the system administrator. email: mdx2-system@cmc.osaka-u.ac.jp

Please attach the information below to your email.
Project name: admin
Errar code: 409
Error API: Conflict

1 =R
Status Size [GB] Access key Secret key
ERROR 1000 Sarry, an error occurred Sorry, an error occurred
115 FT
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4.3.2. How to use
Unlike conventional storage (such as NAS), object storage not only has high scalability but also
implements many mechanisms to safely protect and fold files (hereinafter referred to as objects). We
use HyperStore (revised, HyperStore).
HyperStore can be said to be the standard for cloud storage, and is highly compatible with the
Amazon S3 API, allowing objects to be manipulated through various client applications that support the
Amazon S3 API.

You can use the Cloudian Management Console (hereinafter referred to as CMC), which is a web
GUI, to operate HyperStore.

® HyperStore access image
HyperStore is accessed via IP network (HTTP/HTTPS).

Users create a storage destination called a "bucket" in HyperStore and perform object operations.

/ = g7 N[ )7
v RN —SUS v S g TR
v DI =TI —TYERg v AT T/ NEIE
EiEE FIRE

y

R —
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4.3.2.1. CMC Operation : Login
Access CMC "https://s3object-portal.osaka.mdx.jp:443"

recommended).

from your browser (Chrome, FireFox

mdxll 4

Group ID, user ID, password:
Enter the group ID, user ID and password to log

in

4.3.2.2.

Go to the user management screen by selecting the "User"

CMC Operation : User creation

Create a user to use HyperStore from "+New User".

menu > "User management" tab.

X User creation will be performed by the group administrator.

»omdxlIl

LadeiidE Bl I &1t | £ 1AM .Necadmm' @ ~NILT
_-

Enter any user ID

I e D \

:I + R I

TOT4Ta1—H—

]
Select user type from below

Enter any password

* user

- Group management

I i P )L —F1D.
a1—5— NEC_TEST
SR - SR RERER: - I
= = / Select the group to which
the target user belongs

Create with “Save”

I—H—-IDICLB8FE
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4.3.2.3. CMC Operation : Obtaining user credentials

User credentials are visible to each user.

Go to the user credentials screen by selecting "Username" > "Security Certificate" at the top right of
the screen.

User credentials (access key ID, secret key) are required when accessing S3 from the client system.

% Up to 5 user credentials can be acquired per user. (Default value)

»o mdxll [Ediiy & ATTOR & 1Y
JIRXD—RES
d—+—ID:
necadmin
o mdxll [ o ATDIo~ &1t & 1AM ‘Ne aamin > e ~NLT
JRAD—REE
a5
necadmin
IR T— RED)(RT—
20— R
JXRD—FEE
A 4
SBPICRILT 2wl
TRk FOTZF—ID T3
35-18-2024 23:12 +0900 00847d6e2072b021ctb! * I by b —%ES I ICID
access key 1D CTFOTA TRTPITAF— | & TP,

|

Display the secret key with "View secret key"

s3object-portal.osaka.mdx.jp DR

=Ty bE— (JF-TF3[H ctri-Onp

secret key “ Teoel

4.3.2.4. CMC Operation : Bucket creation
Create an area called a "bucket" to store objects.

Go to the bucket list screen from the "Object" menu > "Bucket" and press "+Add new bucket" to
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display the new bucket addition screen.

»o mdxll L 537 o ATTTI- &1 & 1AM . Necadmin @ ~LT

i Create a bucket with “Add new bucket”
A A [
+ #iR Y MBI
& U—3a> AUz —
nec-testbucket01 osakau EC42

List of created buckets. Click on the bucket name

to go to the object screen

»o mdxll |2 53H7 b Ao & 14— & 1AM . Necadimin = e ~ILT
A\ 4
AR
+ ¥ Uy B
FR/ Wy BN
) Uy & U—=3> ATTro ROV
L—skus— :
AL \ Create with "Create"
Enter any bucket name ~/
E) === ARL—ZRUZ—
nec-testbucketO1 osakau EC42
4.3.2.5. CMC Operation : Listing/uploading objects

Displays a list of objects, uploads them to a bucket, etc.

Go to the object list screen by selecting the "Object" menu > "Object" tab.
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»omdxll |2 37 &1 & 1AM . Necadmin v e ~NLT

ATST - Switch target bucket by selecting bucket name.

7 M%I pec e - I 47?4JL’&7W7D7H| + TS Q TLT v IATER

osakau : nec-testbucket1 Upload objects to be stored in
O oz Eoes bucket.
O B upload_dataltxt 898 KiB Mar-26-2024 05:25 PM +0900 1 0/ G o Ak

List objects stored in HyperStore

Download the object by clicking the object name link.

| o PyTo—kaik | s mTEmsvArrsure SR

oad datan ot 89.76 KiB Select the file to upload using "Add File"
upload_data2. Baba ik
o Execute the upload by clicking "Start Upload".

A 4

IFANFyITO—kK =

o PyTO—kak | s sTEssuzrroEs LR

89.76 KiB
upload_data2.txt FyvIo— F}J’\%TL@EL’E,% Upload completion status

4.3.2.6. CMC Operation : help
You can check how to operate each menu from the "Help" menu at the top right of the screen.

o mdxll L2 5377 O ATSzo- w1 & 1AM .Nmaﬂm'

IN—TEH
d1-v—ge + 11
A-H—DICEEEFT
II—o O3] O —H—Ra
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4.4. Project Data Portal
4.4.1. Application for use

This section describes how to apply for use of Nextcloud on the ProjectDataPortal application
management screen.

You can apply for Project Data Portal only after completing the object storage settings. For details
on how to apply for object storage use, please refer to chapter 4.3 mdx Il Object Storage.

After logging in to OpenStaack, please proceed as follows from the tabs at the top of the page.

mdx Il tenant management > ProjectDataPortal

You can apply to use Nextcloud on the ProjectDataPortal application management page. The number
of applications that can be submitted per project is 1. Click the "Request Nextcloud Storage" button on
the right side of the page. A confirmation modal will then ask, "Do you submit an application for

Nextcloud storage?" If you agree, please press the "Submit" button.

Once the application is completed, the application information will be displayed in the table. After
applying, "Request"” will be displayed in the Status column. Please wait for Nextcloud configuration to
complete. You may have to wait up to 10 minutes. Please try refreshing the page/re-logging in after 10

minutes.

When Nextcloud settings are completed, the Status column will show "OK" and connection
information will be shown in the image below. Please confirm that URL information is displayed in the
Nextcloud URL column and LDAP Manager URL column.

These are the URLs to Nextcloud and LDAP Account Manager respectively. To log in, please enter
the values in the Administrator column and Initial password column on the object storage application

management page.

Status Nextcloud URL LDAP Manager URL

OK hitps:/iprivate-dataportalDd osaka. mdx jp! hitps./iprivate-dataportaldd osaka. mdx jpllam

It may take some time to complete the Nextcloud settings. If the information is not updated even
after waiting 30 minutes, please send an email to the address below.

E-mail : mdx2-system@cmc.osaka-u.ac.jp
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4.4.2. How to use
4.4.2.1. pre-study

To log in to the project data transfer portal, two-factor authentication using Google Authenticator
etc. is required. Please prepare and install the application necessary for two-factor authentication

on your own device (smartphone etc.).

The following two-factor authentication applications have been confirmed as usable:

0S 77U =3y B=
Android Google Authenticator | Google Play Store
i0S Google Authenticator | Apple App Store
Windows WinAuth https://winauth.github.io/winauth/download.html
macQOS Step Two Apple App Store

4.4.2.2. Tasks for Group Administrators
4.4.2.2.1. Setting Up Two-Factor Authentication (Nextcloud)
(1) Open a web browser and connect to the "Nextcloud URL" displayed on the project data transfer

portal application screen.

https://[string set for each tenant].osaka.mdx.jp/

Enter the "Account Name or Email Address" and "Password" displayed under "Administrator Account”

and "Initial Password" on the data aggregation object storage application screen.

Nextcloud AOY1Y

[ THIVMEFEEA-VTELA

[ 29—k hod ]

SAT-FEBENTIH?

FIMA&ETOIIUTE

Nextcloud - SATOT-52R£2[FELZT )
= = == Y

(2) Click on [TOTP (Authenticator app) TOTP 77 7'V TEREET 5] .
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“ERRERTE
THOY MO EFIUT AU ETS. R SREZREERL LA,

TOTP (Authenticator app)
TOTPPTYTRIET S

071vzFvo el

» T

(3) A QR code will be displayed, so use the two-factor authentication app prepared in the

preparations to scan it. Then enter the authentication code displayed in the app and click "Verify".

FIVERFLES MTFOTANI-FEANLTINTHELLENET B L §HERELET.

ZiEI-F | &3
01vEFrv el

(4) Click [TOTP (Authenticator app) TOTP 7 7'V TFREEJ %] again.
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TERFE

ZO7HIYMEE LRI T BREINTVET.
ZEFBAERITHILEL,

TOTP (Authenticator app)
TOTP7JYTEREET S

071v&%vo el

(5) Enter the authentication code corresponding to the QR code scanned earlier and click "Submit".

TOTP (Authenticator app)

0J1vETvo

(6) If login is successful, the home screen will be displayed.
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Q0o = Q

IRTOTPAN = W INTOIrMN + Em HH

B

* 0

BRICAY
& x£F v

B AZIL-Y

TrhBYEEA

ANIYTYIETYTO-FF 8D TIAZD TP VERBL TS

J:7

-

¢ 0B/0BERAF

4.4.2.2.2. Change password (Nextcloud)
1. Login to Nextcloud.

2. Click "Personal Settings" from the icon in the upper right corner.

pdpadmin

¥ ASBErIevEUT4

d BARE

£ EEEEE

+ 77

3. Click "Security" from the left menu to display the password entry screen. Enter "Current

Password" and "New Password" and click "Change Password".
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BEA "
JNA7-F
2 EBELES BEDNKAT-F
[ © ]
o=
o e FLWIAD-F
& ABARL-T [ ]

v AT-FREEERTVET
#5

<
KAD-F&EEE
¥ ASEFIEVEUTA -

4. After changing your password, log out. Click "Logout" from the icon in the upper right corner.

pdpadmin

T ASLToEUET4

d BAFE

£ TEEEE

+ 77

4.4.2.2.3. LDAP group administrator password change (LDAP Account Manager)
1. Open a web browser and connect to the [Admin URL" displayed on the application screen
for using the project data transfer portal.
https://[ Character string set for each tenant.].osaka.mdx.jp/lam/

Please enter the "Username" and "Password" by referring to the "Administrator Account"
and "Initial Password" displayed on the application screen for using object storage for data

aggregation.
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£+ LDAP Account Manager - 8.3 Eo CEEMFLLT TN ? LAM ProR AFLED ! LAMIBAEETE

1-9% admin v
JERD—f (admin
= pdpadmin
B FE=E] v

LDAPH—JU  |dap://host containers internal 389
H—/(—TOTFAIL  lam

2. If the login is successful, the user addition screen will be displayed.

‘{i LDAP Account Manager - 8.3 pdpadmin Accounts W—)L OJ75H
1—v

S e o

24— TFHI R0

rI2az 1-94% & [:3 UIDES GIDES
LT UABBNRER - - - a - a va EPS
0 Zalev \ J ]! J J

3. From the tools in the top right, click Tree View.

“:t LDAP Account Manager - 8.3 pdpadmin Accountl W—JL JOUFIH
5 JOJ7AILIF«% B PDFIF 4% 4 J7AILo7yIO—
=
o BHESE B LDAP 1 2iR— T % OUIF %
Af—t
IRV e & 2F T 0 U—/t—18R
TAR ]
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4. Click [cn=[ username] from the displayed tree view.

£+ LDAP Account Manager - 8.3 pdpadmin Accounts W—JL OFJ7Ik
488 dc=0saka,dc=madj.dc=jp
l cn=pdpadmin
T OU=GIoupS ch=pdpadmin,dc=osaka,dc=mdx,dc=jp
ou=users
E%
cn
__pdpadmm + %
objectClass
T —
T S

flop e %

userPassword

[ ] PLAIN v 9+ %

5. Enter "userPassword" at the bottom on the right side.
Clear your input with the x button and set a new password.

When you have finished entering your information, click Save. (You cannot set the same

password)

objectClass
[organizationalRole |4 %
|simpIeSecurit\,rObjecl |—.- b4
[top |4+ %

userPassword
PLAN v ¢ [

FHUWEIEDED

Bt w

6. No particular message will be displayed, so click "Logout" in the upper right to log out.
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Accounts W—JL| O975+

ch=pdpadmin,dc=o0saka,dc=mdx,dc=jp

EiE

4.4.2.2.4. User registration (LDAP Account Manager)

The required input items are as follows.

tab Input items remarks
Personal Last name
First name

email address

Unix 1—HZ This will be your Nextcloud login ID. Enter
alphanumeric characters (starting with a
letter).

Set password password Be sure to click the [OK] button.

1. Loginto LDAP Account Manager and click New User.

4.+ LDAP Account Manager - 8.3 pdpadmin Accounts W—JL OF75H

TFAINOTYIO—F [WE -1

aI-—H— - FHo 0

Foz3> 1-Y4& & % UIDES GIDES
ST URAELBAER -« va v va BN
a Jasw [ J J I I

2. Enter your Personal information.

JEAD— FERE 1-Y——ECED default
JoIrrloo—-F @
F;Lnai—y
B w4oZ  users > osaka > mdx > jp RONERIF n Py
1 Personal & [ |b
o} LT BT

ETA-ILTELR I e L

3. Click unix and enter the information.
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default

JoJro0-E @

&F JRAD— PEEE 1-H-——HCE3

— Taro HANDAI taro@example.com
HIrw IR users = osaka = mdx = jp RDNER#RIF cn v~ 9
1 Premid I 1% [Es0T] ) d
&#fi(common name)  [Taro HANDAI 1% + @
A unix upsEs | @
TS~ nextcloud@

BUEaI=F DT IL—T =R

BHDIL=T ) Joek e
R—LT Lo [lnome/Suser K:]
o223zl ibin/bash v e

4. Click Set Password, enter your password, and click OK.

&FiF ) — F#EEE 1-—H——8CE3
— Taro HANDAI
HI 1w R users = osaka = mdx > jp RD
1 Personal a4 fest]

£#i(common name)  [fard

8 unix UIDES |:
TS5A4<UII—F  nexi

E
Beinnd)L—7

AY

R—AhTr Lo [/hon
oJ4 >zl /binl

NRAD— FZ™E

| ........
JERT— FEASY [mmmeenn

A 8 unix

m S ARIERT— B
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5. In the confirmation dialog, click the OK button.

FUWRAD—RREZO7HD 2 haREFEUZEIC
T4 LI RUICIERENET,

6. Click Save.
JRO— FEEE 1-¥——BLE3
— Taro HANDAI
HIJrw IR users = osaka > mdx = jp RD
1 Personal 1-Y& (estd
£ ¥i(common name) [Tard
8 unix UID&ES [ ]
TS54<UFIL—T  nexi
E|
EMoIIL—7 A
=T LU [fhon
od+4 >zl Ibir|

7. Confirm that "Account has been created." is displayed and the created user is displayed in
the user list.

LDAPERFNT T LE Lz,
7ho > FEREnE Uz,

fhp1—H— % Verk PDF 77 - JLVER: BiEE
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::- LDAP Account Manager - 8.3 pdpadmin Accounts W—JL OJ75H

a1y

o707y Ta-t o
BRENZI-SEEIR

At TR

b PE 1-v4 & % UD&ES GIDES
S REIAER - a N o Sa oa

o e [ I J J I

O ubOh testO1 Taro HANDAI 10000 10000

This completes user registration. Please notify the user

of the Nextcloud URL and registered
username and password.

That's all for group administrators.

4.4.2.3. User work

4.4.2.3.1. Setting up two-step authentication (Nextcloud)

1. Open aweb browser and connect to the Nextcloud URL notified by the group administrator.

https://[ Character string set for each tenant.].osaka.mdx.jp/

For "Account Name or Email Address" and "Password", please enter the "Username" and
"Password" notified by the group administrator.
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Nextcloud AOJ1Y

[ THIIMBFLEX-NTFLA

[ AV il @J

KAT-FEBENTIH?

T/ M A&ETOIIUTE

Nextcloud - SATOT-FERL[CRELET )
~—=a e

2. Click "TOTP (Authenticator app)".

“ERDALERT

THAIZEOtFUT RN BETT . EATIRAEREERL LS,

TOTP (Authenticator app)
TOTPT7JYTERET 3

071vefvoull

» w——

3. A QR code will be displayed, so scan it using the two-factor authentication app you
prepared in advance. Then enter the verification code displayed in the app and click "Verify".
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TOTP (Authenticator app)
giLworrEsErorsy Ty : INNIEGG
G497y T 9T Tl Z0QRI-FETOTPP TUTAF v/ LTS -

l ' Y

PTIEERELES. MTFOTARI-Fe AL GG AN ONELCEET B b R ERLET .

REI-F | g

os1vEFvv el

4. Click "TOTP (Authenticator app)" again.

ZERTE

ZOT7HIYMEE e R U TAAERENTLET.
ZEFBAERATHICEEL,

TOTP (Authenticator app)
TOTPFJUTEREET S

071v&¥vo el

5. Enter the authentication code that corresponds to the QR code you scanned earlier and
click "Send".
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TOTP (Authenticator app)

TIMAN—EXFET T TEAI-FEEELT
&l

2§

071 v&¥voull

6. After successful login, the home screen will be displayed. If a user area has already been
created in the object storage area, it will be mounted and displayed in the "CLOUDIAN"
directory as shown below.

oQo = a8 @

m SRTOIFAN = W INTOIrMN + Bl H

ol 0O fF -

X EIEE

SEICAL
* SR O B3 couoian =

i
s}
Rl

a few seconds ...
A #£5 v

1725 < 1KB
B SIS

B I

@ 0B/0BEAF

R IPILORE I

4.4.2.3.2. Change password (Nextcloud)
1. Login to Nextcloud.

2. Click "Settings" from the icon in the upper right corner.
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HANDAI

¥ ABLTIEVEY T4

i}

= =
= A%

e

? AT

O 0779k

3. Click "Security" from the left menu to display the password entry screen. Enter "Current

Password" and "New Password" and click "Change Password".

— JAT-F
= p [ ............ (_)]
@ AZEARL-
HLWIAT-F
< == [ @]

o v AT-FEREESNTVET
T ABEFIEIEUTA

O EHAEaE KAT-FEEE

4. After changing your password, log out. Click "Logout" from the icon in the upper right corner.

HANDAI

T ABETFIEIEITA

? AT

& 0579k

4.4.2.3.3. Troubleshooting method
The user-only area of the object storage area turns red and cannot be used.
If the CLOUDIAN folder is displayed in red as shown below, the object storage area cannot be
used.

In this case, please perform the remount procedure once.

Remount procedure
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1. Click "Settings" from the icon in the upper right corner.

HANDAI

LT ABETORVE T4

= BE

? AT

@ 0579k

2. Click "External Storage" from the left menu.

2 EAER

& tT¥iuFq
& AZBARL—

"smbclient” (1Y AF-ILENTOEEA
o HF TLEEZIA VAL BEEL TS

T ABETIEIEUT JhT= e
®@ [GARlEEEEF
» Flow
3. Click the “---" icon and click “Disconnect” from the menu that appears.
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JANI-% AEARL -

2
EI_I'I
B
il

o CLOUDIAN Amazon S3 TotAF- - [ =)V
M SSIEAE S N

JLF1-2E3I:

ER0EML

Q
[] MacNFD IYJ-FE#E (EL)
O

(52 )(abv-veen - TR

[ i

4. A confirmation message will appear, click Yes.

ARL-UZRIBRLETA? @ !

! FLHILIOARARL-JEETLETA ? INICEY, Nextdloud TAFL-IHMERT
Y. BEEREINTVARIEIS( TV EOZNs0I7/ L ETH T -HEIR
ENZTH ABARL-VBEOITIILETALT-FEERENZ EA. i

(RIAY-4

= L%}

o4 T.eimnmAE

5. External storage information will be cleared.

After performing this procedure, wait up to 10 minutes for the object storage area to be
mounted again.

EAF AR -UY-EABLUTN
A= -EAEVIY R TEBESL

(DNextcloud ARL-9TNAAELTYV/TEST . £

"smbclient” [ZAYAF—ILENTNEEA. "SMB/CIFS", "Nextcloud 044 Y &F| B LESMB/CIFS" OVIY MIAERETT . VAT
LEEZIAVABEEL T,

IAN5 % NEARL-Y 24 B

[ A% J[ AblL-YEEm - J

User-only area folder not created
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After the group administrator registers the user (4.4.2.2.4), it will take up to 20 minutes to
create the user-only area of the object storage area.
o0o = a8 @

| IRTOTPL = B IRWIF + B0 -H

D BF
* HEEAY
+2 EE ~

B HBALL-Y

TP BYERA

ATy VEPYITO-FF 34 FIMAANTr Ve FEBL TN,

B I

¢ 0B/0BEAF

R I71DRE I

4.5. myDataPortal
4.5.1. Application for use
Using Nextcloud's external storage connection plugin, you can connect to Luster file systems and
object storage that support S3 connectivity. Please use it to transfer data between external storages.
myDataPortal is not intended to store large amounts of data. Please use it only for data transfer
purposes.

If you wish to use this service, please send an email to the system administrator with the following

information.
E-mail : mdx2-system@cmc.osaka-u.ac.jp
Subject > myDataPortal new application

Dear System Administrators

I'll apply to use myDataPortal.

full name:
Project name:
User name:

E-mai:

Project name: Please enter the project name applied on the project application form.
Username: Username registered on Nextcloud. Please write in half-width alphanumeric characters.

E-mail: Email address registered on Nextcloud.
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4.5.2. Login
Two-factor authentication is required to log in to Nextcloud: password authentication and OTP (one-
time password) authentication. To enable OTP registration, please prepare a mobile app such as Google

Authenticator or a browser OTP extension in advance.

After receiving the user registration completion notification email from the system administrator, you
will be able to log in to Nextcloud. The email contains the following information:
User name
Initial password
E-mail

Group name

Access the URL below.
URL : https://dataportal.osaka.mdx.jp/

Nextcloud AOY{Y

C—

JAT-FesSnTIN

In the input field on the login page, enter the user name and initial password written in the user
registration completion notification email.
After authentication is complete, you will see a message saying "Set up two-factor authentication".

Prepare the app for OTP registration and select "TOTP".

Set up two-factor authentication

Enhanced security is enforced for your account. Choose which provider to set up:

TOTP (Authenticator app)
Authenticate with a TOTP app

Cancel login
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Get the URL displayed in the OTP registration app, or register the OTP using the "TOTP secret" value.
Enter the 6-digit number displayed on the OTP registration app into the "Authentication code" field and
press the "Verify" button.

*The QR code and secret key will be displayed only when you log in for the first time. Please
don't forget to register your OTP.

TOTP (Authenticator app)
Your new TOTP secret is: _

For quick setup, scan this QR code with your TOTP app:

After you configured your app, enter a test code below to ensure everything works correctly:

Authentication code | Verify

Cancel login

You will be asked to select an authentication method again, so select "TOTP".

Two-factor authentication

Enhanced security is enabled for your account.
Choose a second factor for authentication:

TOTP (Authenticator app)
Authenticate with a TOTP app

Cancel login

Finally, an OTP input field for authentication will be displayed. Enter the 6-digit number displayed on
the OTP registration app into the "Authentication code" field and press the "Submit" button.
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TOTP (Authenticator app)

Get the authentication code from the two-
factor authentication app on your device.

L&uthentication code

Cancel legin

After successful login, the dashboard will be displayed.

A collaboration platform that puts you in control

Nextcloud on all your devices >

Change the initial password. Click "Settings" on the user icon to move to the personal settings screen.

Please change it from "Security" on the left vane and "Password" at the top.
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L Personal info

Password

[

A Notifications

Current password (O] J

[® External storage [ New password (o] J

0 Mobile & desktop

< Sharing

4.5.3. How to use
Nextcloud allows you to connect to online storage that supports S3 by using the external storage

plugin. Click "Settings" on the user icon and select "External Storage" on the left pane.

2 ENES

a tv¥ilUrs

& EAH

0 T4 asFrobyT
o H*F

T ABLTIEIEITA

Select Amazon S3 from the Add Storage dropdown in the External Storage column.

Tyksa

ki

1
AbE
il

(
(
(
3 % -3y

[ Amazons3 ) Amazon 3 [ 7L
ARL=U9352

P

SSLEaE#

O JAE=EED

O Ltiv—F23Ev2)

4.5.3.1. Luster file system connection settings
The figure and table below are examples of connection information settings.
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necO3bct

s3gwlustre.osaka.mdxjp

443

L N N N N

(
(
(
( us-east-1
(

ARL-3753
° ( AmazonS3-Lustre ] Amazon 53 ( TIEAF- - ] v
ssLEE S
AR REE
O Ly~525Ev2)
(AK\ATQNGT?EQSEM%S?O )
Setting Example Explanation
Folder name AmazonS3-Lustre Any

external storage Amazon S3 Only Amazon S3 can be selected.
certification Access key Select access key.
bucket name nec03bct Bucket name to connect to.

hostname s3gwlustre.osaka.mdx.jp Enter the S3 endpoint. An example is the S3
server endpoint of this system file server.

port 443 Enter if specified.

region us-east-1 Enter if specified.

storage class - S3 storage class. If not entered, the default
"STANDARD" class will be set.

Enable SSL Check Check to enable SSL.

Enable path format | Check Check this if you want to access in path format.

Legacy - Check if you want to perform legacy

authentication authentication.

access key ARk Access key for the connection destination.

secret key ARk Connection festival secret key.

4.5.3.2. Object storage connection settings

The figure and table below are examples of connection information settings.

© NEC Corporation 2024

77

\Orchestrating a brighter world N E'



mdxdepl-dz1tfw5Sbvbegz4...

s3-osakau.osaka.mdx.jp

(
(
[ 443
(
(

LU NP N S

AbL-3

° (AmazonSB—C\oud\an ) Amazon 53 [ ToEAE— J ~
@ ssLeEs

O AR EEH

O LAY-8BEENV2)

[ 00a9d1f19a1ebdd57855 J

Setting Example Explanation

Folder name AmazonS3-Objstorage Any

external storage Amazon S3 Only Amazon S3 can be selected.

certification Access key Select access key.

bucket name mdxdepl- Bucket name to connect to.
dz1tfwbbvbegz4kpl2vn

hostname s3-osakau.osaka.mdx.jp Enter the S3 endpoint. An example is the S3

server endpoint for this system object storage.

port 443 Enter if specified.

region osakau Enter if specified.

storage class - S3 storage class. If not entered, the default
"STANDARD" class will be set.

Enable SSL Check Check to enable SSL.

Enable path format | - Check this if you want to access in path format.

Legacy - Check if you want to perform legacy

authentication authentication.

access key AR ok Access key for the connection destination.

secret key AR Rk oKk Connection festival secret key.

4.5.3.3. Using external storage
You can access your storage from the Files tab at the top of the page. You can operate the configured
storage from "External Storage" on the left vane. Continuing to keep large amounts of data in the local

area may cause capacity strain.
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4.6. Interoperable Node (VMware)
4.6.1. Application for use
Please provide the following information to the system administrator via email when requesting a
virtual machine.Also, attach the public key to use for public key authentication to connect to the virtual
machine.
Blue text is comments.
----- HREER/ — FRIRE#E 74— v b -
A= A
K%
FriEtBEE &
BRI A—ILT FL R
FEREIEEEKA
ERFBYUEALA LT LR
BFREIBLESHEES
FRLIBLEFTEHES
FMARE~ > K

B~ > N XFill out the following items for each virtual machine requested, with N

as the machine number from 1

FHA 0S : ¥Select from RockyLinux/Ubuntu Server/User's own templat
e

CPU /Ny 78 : X1 CPU pack = 1 CPU core + 2GiB memory

R 1—LBE : XDescribe in GB

70— P : XAt least 1 is required for SSH access

The following is an example for filling out the form.

----- MEER/ — FFRABRFE 7+ —< v b -----
7oy bE : test-project
K4 : Test Taro
AR & : Test Universityl
BI&FEA—ILT FL X I XXXX@XxX.com
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ERCHELEREZ : Test lJiro
FEREIEHE A — LT F L X L xxxx@xxx.com
FEREHELEFTEES o XX-XXXX-XXXX
BRI LEERES : Test University2
FMARE <> K 13
e~ 1
FA OS : Rocky Linux
CPU /%y 7481 12
R a—LRE : 100GB
7 a—/NJL P # i1
e~ v 2
FA OS : Ubuntu Server
CPU /Yy 78 12
R 21— LB=E : 100GB
70— P 01
<3
FA 0S : User's own template
CPU /Xy 748 : 10
R 21— LB=E : 2000GB
70— P 01

4.6.2. How to use
Connect to the virtual machine using SSH command or terminal software with public key
authentication. The public key used for SSH connection needs to be submitted to the system
administrator in advance.
* Do not change the IP address set for the virtual machine, as you will lose
(1) First SSH aaccess
<Login from UNIX-based OS (Linux, MacOS)>

Example) Login to to the virtual machine.

$ ssh mdxuser@< virtual machine’s IP address>

The authenticity of host ‘< virtual machine’s Info>" can’t be established.
RSA key fingerprint is 32:fd:73:4e:7f:aa:5d:3c:2e:ab:37:83:d6:55:98:e2.
Are you sure you want to continue connecting (yes/no)? yes

Warning Permanently added ‘< virtual machine’s Info >' to the list of known hosts.

Enter passphrase for key ‘<>":

<Login from Microsoft® Windows®>
Access with SSH from a terminal software.

Example) Instructions for SSH access using “Tera Term Pro” free software.
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- Start Tera Term Pro and open “Tera Term: New connection” dialog

- Select TCP / IP.
+ Enter the Virtual Machine’s |IP addresse in the host field.

- Select SSH as the service.

Click OK
lera Term: FHLLER .
@ Tep/IP AT 192507 63| v
EAR 0] . o
T —E 2 O Telnet Uk =) L
SSH Y=V (V) [ssHe v
OO i saom) [auto o
)T IE)
oL | AT

- In SSH authentication screen, select " RSA/DSA/ECDSA/ED25519 key % {& 5 " for
authentication method, and select the created private key.

- Enter username and passphrase for the private key, and click OK.

SSHERE - X
B4 b 133.166.150

B D 5= ==
=N [ mdxuser
H2IL-Z(P): 0900000080000

(1127 — FE A HIZE BT HM)
MI-¥HpEda(0)
ZEEAT
O AL 2D FEEHL)
(® RSA/DSA/ECDSA/ED2ES | 95RHED
R

ITELE -

« 4

O F—HR—FA B30T FEEFEEND
O Pageant#{%5

IO

4.6.3. Lustre Mount
Please send an email to your system administrator with the following information and request to use

Luster mount.

————— Luster mount usage application format -----

Project name: *Enter the project name

Virtual machine IP address: *IP address assigned to the virtual machine (172.16.10.X)
Usage capacity: *Listed in GB
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*Based on the above information, the system administrator will set the necessary information on the

file server.

After your system administrator notifies you that Luster mounts are available, you will need to configure
the Luster client on your virtual machine. The RokcyLinux 9.3 and Ubuntu 22.04 LTS OS images
prepared on the system side include Luster client packages and configuration files.

The following describes how to mount Luster on a virtual machine created with an OS image prepared
by the system.

(1) Log in to the virtual machine and switch to the root account using sudo su, etc.

(2) Check the interface name where the Luster network IP address (192.168.[100,101].X) is set on
the virtual machine.

# ip address show

--omission:--

2: eth0: <BROADCAST,MULTICAST,UPLOWER_UP> mtu 1442 qdisc fq_codel state UP gro
up default glen 1000

---omission---

(3) Correct the interface name specified in /etc/modprobe.d/lustre.conf to the confirmed interface

name. *Bold parts will be corrected.

# vi /etc/modprobe.d/lustre.conf

options Inet networks=tcp(eth0)

options Inet Inet_transaction_timeout=100
options ksocklnd rx_buffer_size=16777216
options ksocklnd tx_buffer_size=16777216
options ksocklnd conns_per_peer=8

options ksocklnd nscheds=8

(4) Correct the interface name specified in /etc/sysconfig/lustre_client to the confirmed interface

name.
* The file path is different between Rocky Linux (RHEL series) and Ubuntu Server.

*Bold parts will be corrected.

® Rocky Linux

# vi /etc/sysconfig/lustre_client

---omission:--

#+++++++++++ At
# LNET Interface

#
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IF1=ethO

---omission---

® Ubuntu Server

# vi /etc/lustre_client

--omission:--
Ht+t++++++++t++++++
# LNET Interface

#

IF1=eth0

---omission---

(5) Start lustre_client.service.

# systemctl start lustre_client.service

(6) Confirm that Luster mount is possible.
# df -h -t lustre

Filesystem Size Used Avail Use% Mounted on
10.10.0.16@tcp:10.10.0.18@tcp:10.10.0.17@tcp:10.10.0.19@tcp:/lustre  503T 520G 497T 1% /lustre

(7) Enable automatic startup of lustre_client.service so that Lustre mounts automatically when the

virtual machine OS starts. (Any)

# systemctl enable lustre_client.service

These are the steps to configure the Luster client.

When handling data in the file server area, please use the "/lustre" directory mounted by Lustre.
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5. Feature Description
5.1. User Portal

The user portal consists of the OpenStack Dashboard. This section describes the various functions

available on the user portal.

5.1.1. Change language

You can change language settings on the user portal.

(1) Click on the user name at the top right of the Dashboard.

Projeet | identty  mdx2 Tenant Admin

Volumes ~ Network ~ Orchestration Object Store v

Compute

roject ¥ | Help | % testuser@example.com ¥

Instances Images Key Pairs Server Groups

Project / Compute / Overview
Overview

Limit Summary

Compute
Instances vePUs RAM
Used 10f 10 Used 18 0f 20 Used 3268 of 5068
Volume
Volumes Volume Snapshots Volume Storage

Click [Settings].

Help

1 test-user@example.com ~

Changs Password

Sign Out

button.

mdx| | Project Idenity mdx2 Tenant Admin

Seftings

Change Password

User Setings

Settings / User Sefiings

User Settings

User Settings

Language "

English (en)

Description:

UTC +05:00: Japan Time

ltems Per Page * @
20

Log Lines Per Instance * @

Modify dashboard settings for your user

Select the language you want to use from the [Language] pull-down menu and click the [Save]

et v Help & festuser@esample.com
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5.1.2. Changing the local password
If you use a local account, you can change your local password.
*|f you are using a GakuNin account, a local password will not be issued when applying for a project. If
you have applied for an additional local password and have a password, you can change your password

by following the steps described in this section.

(1) Click on the user name at the top right of the Dashboard.

v | Help | 2 testuser@exampie.com

Projest| identty  max2 Tenant Admin

Compute Volumes v Network ~ Orchestration Object Store v

Instances Images Key Pairs Server Groups

Project / Compute / Overview
Overview

Limit Summary

Compute
' d

Instances VCPUs RAM

Used 10 10 Used 16 of 20 Used 3268 of 5068

P> B

Volumes Volume Snapshots Volume Storage

Volume

(2) Click [Change Password].

Saftings

Change Password

Sign Out

(3) Enter the following items and click the [Change] button.

Project  ldentdy  mdx2 TenantAdmin

v Help | A testuser@example.com ©

User Settings Ghange Passvrord

Sefings | Ghange Password

Change Password

Change Password

Current password *
Description:
Change your password. We highly recommend you creale a strong one.

New password *

Confirm new password *

5.1.3. Confirmation of resource amount
You can understand the status of the amount of resources in your project using the pie chart that is

displayed when you log in to the user portal. The amount of resources being used against the project

quota (limit value) is displayed in blue.
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#smdx| | Project | Identty  mdx2 Tenant Admin

Froject = | Help | 3 testuser@example com -

Compute | Volumes Orchestration

Instances  Images  KeyPais  Server Groups
Project /| Compute / Overview
Limit Summary
Compute
Instances VCPUs RAM

Used 10 10 Used 18 0120 Used 3268 o 5068

Volume
Volumes Volume Snapshots Volume Storage

Ussdzaf 10 Ussd 0ef 10 Used 20068 of 100068
Network

Floating IPs Security Groups. ‘Security Group Rules Networks Ports Routers

Alocsted 1 0150 Used 20 10 Used 50 100 Used 101 100 Used 4.0 500 Used 101 10

5.1.4. Virtual Machine Console

Virtual machines can be accessed from the console. When accessing from the console, a password
must be set for the user in the virtual machine.

(1) Click the [Project] menu > [Compute] panel > [Instances] tab.

#amdxl | [Priect| identty  ma TenantAdmin

Project ~ | Help | 2 testuser@example.com ¥

Project ~ Compule Volumes Hetwork - Orchestration Object Store -
Overview Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Instance 1D =~ Filter || & Launen Instance

Displaying 1 tem

O Instance Name Image Name IP Address. Flavor Key Pair Status Availability Zone Task  Power State Age Actions

O testinstanceo1 madsdl-RockyLinux-9.3-x86_64 192168 101 249, 19250250 ve16m32g testkeypair Active nova None  Running 27 minutes Greate Snapshot | ~

Displaying 1 tem

(2) Click the instance name on the virtual machine where you want to open the console.

esmax) [Pt tdery  mae Tenant Admin Project | Help | 2 testuser@example com ¥

Volumes Network ~ Orchesiration Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compule / Instances

Instances

Instance 1D =~ Filter || @ Launen instance |[ICDEESTECREN  wore Actions -
Displaying 1 ftem
O Instance Name Image Name IP Address. Flavor Key Pair Status Availability Zone Task  Power State Age Actions

t midsl-RockyLinux-9.3-x86_64 192168 101 249, 19250250 ve16m32g testkeypair Active nova None  Running 27 minutes Greate Snapshat | ~

Displaying 1 tem
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(3) Click the [Console] tab.

Mmdx Project | Identity  mc:? Tenant Admin
Compute WVolumes ~ Network ~ Orchestration ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances / testinstanced1
Overview nterfaces Log Action Log

Name test-insiancel1
D SeD&Tdds-1998-4025-5349-26690e216M9
Description -
Project ID 80b5955426a6406891bbedcfidebb1e
Status Active
Locked False
Availability Zone nova
Created March 23, 2024, 4:18 p.m.
Age 29 minutes
Specs

(4) The console screen will open and you can access the virtual machine using password

authentication.

Froject | Compute

test-instance01

Instance Console

5.1.5. Changing the flavor of a virtual machine

It is possible to change the flavor of the virtual machine and resize the amount of resources.
(1) Shut down the target virtual machine.

(2) Click the pull-down menu on the right side of the target virtual machine on the instance screen.

Instances
it D it o La
28 ET
Instance Name Image Name IP Address Flavor Key Pair Status Availability Zone Task Power State Age Actions.
madxl|-RockyLinux-9.3 02 168.100.147, 192.50.2.50 test-keypair Shutoff nova None Shut Down 1 day, 7 hours Start [nstan ‘E
02 168.100.30, 192.50 2 182 test-keypair  Active nova None  Runming 1 day, 7 hours Creafe Snapshol | =

2BET
P .
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(3) Click [Resize Instance].

Age Actions

1 day, 7 hours Start Instance F‘

Create Snapshot
1day, 7 ho
Disassociate Floating IP
Attach Interface
Detach Interface
Edit Instance
Update Metadata
Edit Port Security Groups
Shelve Instance
Lock Instance
Hard Reboot Instance
Rebuild Instance

Delete Instance

(4) Enter the following items and click [Resizel].

+ New flavor: *Select the flavor to resize

Resize Instance

Old Flavor Flavor Details
Bmi6g
Name
New Flavor * © VCPUs
Select a New Flavor -
Reot Disk

Ephemeral Disk
Total Dk G8
RAM e

Project Limits
Nurmber of Instances

Number of VCPUS

I RAM

[

(5) Click the [Confirm Resize/Migration] button.

Project 1 Campue / Instance
S Fiter | € Launch instance
258
Instance Name Image Name 1P Address. Flavor Key Pair Status. Avallability Zone Task Power State Age Actions.
162.168.100.147, 15250 250 test-keypair None  Shut Down 1.day, 7 hours
192189 100 30, 182502 162 — None  Runring Vday Thous | Creale Snapstet | =
268

e Compute
Instances
o fery pry—
2RET
Istance Hame migename W Adaress Fuvor Key Pair st Avasabiiny Zon T actons

2988 10047, 16250250 - Doem Adar Thours "
192188 10030, 19250 2 182 topar B Hore  Rumming 1o, Thoues [Eor——

e
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Flavor Key Pair Stas Availability Zone Tisk  Power Suate Age

5.1.6. Multi-deployment of virtual machines
It is possible to create multiple virtual machines with the same configuration at the same time.

(1) Click the [Launch Instance] button on the instance screen.

Flavor Key Pair Status Avalability Zane Tisk  Power Sute Age Actions.

(2) Enter the following items and click the [Next] button.
- Instance name: *Optional (“-<serial number>" will be automatically added to the end of the
value entered here)

- Number of instances: *Number of virtual machines you want to create at the same time

ELERETNY

AYAFIRE" 50

FAASEUPS Yo

A2AHLAR"

L]

(3) Perform the remaining instance creation operations according to (4) to (8) in "4.1.7. Creating a

virtual machine" to create an instance.

(4) Virtual machines for the specified number of instances are created at the same time and added
to the list.
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Instances
D Filte & Launch Instance
5 FET
Instance Name Image Name IP Address Flavor Key Pair Status Availability Zone Task Power State Age Actions
10.10.06 test-keypair Active nova Mone  Running 0 minutes Create Snapshol | =
10.10.0 243 Active nova None Running 0 minutes
192.168.100.30, 192.50.2.182 test-keypair Actrve nova None Running 1day, 7 hours Create Snapshot | =
5 FET

5.1.7. Upload ISO file/Virtual Machine Image

By uploading an ISO file such as an OS installer or a virtual machine image (QCOW?2, etc.) and creating

an image, you can create a virtual machine from the image.

(1) Click the [Project] menu > [Compute] panel > [Images] tab.

Frojest | identty  max2

[

Project v Compute  Volumes

Overview Instances W Images | Key Pairs

Orchestration Object Store
Server Groups

Project / Gomputs / Images

Images

Q. | Click here for fiers or fulltext search. x || +Cremelmage

Displaying 3 items.

o

Name ~

Type

Status

Visibility Protected Disk Format size

O > maul-RockyLinux-9.3-x86_64 Image Active Public Ho acow? 186 GB Launch

O > Rockylinug3 Image Active Public. No acow 10168 Launch
Image Active Public Ho acow? 618258 Launzh

Displaying 3 tems.

(2) Click the [Create Image] button.

Frojest | identty  maxc Terart Admin

mpie.com

Compute  Volu

[ Orchestration Object Store

Overview  Instances  Images  KeyPais  Server Groups

Project / Compute / Images
Images
Q, | Click here for filters or full text search.

Displaying 3 items

o Name *

Type

Status

x| +Cresteimage

Visibility Protected Disk Format size

D > madi-RockyLinux-9.3-x86_64 image Aciive, Public o acowz 18668 Launch

O > Rockylinus9.3 Image Adiive Public No acow 10168 Launch

D > Ubuntu2204Server Image Active Public No acow2 6182518 Launch |+

Displaying 3 ftems.

(3) Enter the following items and click the [Create Image] button.
- Image Name: Any
- Image Source: *Select the file to upload
- Format: *Select according to the format of the uploaded file
- Images Sharing: Private
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Create Image

Image Name

Image Descripbon

Image Source
File”

57 I | Focky 86 _E4minimal iso

Format”
Image Reguirements
Kemet Ramiesk
Architecture Msiam Disk (G5} Miniumm RAM (MS)
Image Sharing
Proiected
Communiy ves [ Mo

¢ Conced

]

wmdx/ [Pt Ildentty mcx2 Tenant Admin Project v | Hell | 3 testuser@example.com

Project v Compule | Volumes - Network Orchestration

Overview Instances Images Key Pairs Server Groups
Project / Compute / Images
Q| Click here for filters or full ext search. % || *Creste Image

Displaying 4 items

Type Status Visibility Protected Disk Format Size
Image Active Private No 1S0 157 6B Launch | =
O » maxlRockyLinux-9.3- Image Active Pubiic No acowz 186 GB Lanch |+
O > RockyLinux93 Image: Active Pubiic No acowz 10168 Launch |~
O > Ubuntu220: Image: Active Pubiic No acowz 61825 MB Launch |~

Displaying 4 items

5.1.8. Mount ISO file
If you want to mount an ISO file on a virtual machine, create the ISO file as a volume and attach it to

the virtual machine.

(1) Click the pull-down menu to the right of the image you created.

#4mdx/| | Projeel| Identty md<2 Tenant Admin Froject ~ | Help | 4§ testusen@example com

Volumes - Network Orchestration

Object Store ~

Project ~ Compute

Overview  Instances Images Key Pairs Server Groups
Project / Gompule / Images
Q| Click here for filters o ful text search. % Createimage

Displaying 4 flems

o Name * Type Status Visibility Protected Disk Format size
O > I50-mage Image. Active Frivale No 150 157GB meD
O > madiRockylinux9.3-x36_64 Image Active Public Mo acowz 136 GB Launch | =
O > Rockylinux9.3 Image. Active Public No acowz 10168 Launch | =
O > Ubunfu-2204-Server Image Active Public No acow 618.25MB Launch |+

Displaying 4 lems
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(2) Click [Create Volumel.

BB Launch F|

Create Volume

Edit Image
Update Metadata

7
=]

@ Delete Image

5 MB Launch | =

(3) Click the [Create Volume] button.

Create Volume x

Volume Delails Volumes are block devices thal can be atfached lo instances.
Name

Volume and Snapshot Quota (GiB)

(1000 Max)
SOimage
Description 20%
Use image as a source M 200 Current Usage
2 Added
S0-image (1.57 GB) 798 Remaining
Volume Quota
Type Size (GiB) " (10 Max)
tripleo ~ 2
30%
Availability Zone *
" ¥ 2 cumentusage
1 Added
7 Remaining

Volume Type Description:
tripleo

% Cancel

(4) Click the [Project] menu > [Volumes] panel > [Volumes] tab.

Projest | dentty _ mah2 Tenant Admin Projct v | Help | & test

Project - Gompute ~ Volumes Metwork Orchestration
Snapshots Groups Group Snapshots

Project / Volumes | Volumes

Volumes
+ Create Volume: = Accept Transfer
Displaying 3 items
O Name Description Size Status Group Type Attached To Availability Zone Bootable Encrypted Actions
[u) I1SO-image - 2GiB Available - fripleo nova Yes No Edit Volume | ~
o 0201177 dbfced8765d - 100GiB In-use - friplee Idevivda on test-instance01 nova Yes No Edit Volume | ~
[u) d6227f1c - 100GiB Available - tripleo nova Yes No Edit Volume | v

Displaying 3 lems

(5) Click the drop-down menu to the right of the volume you created.

Project y  mde2 Tenant Admin Project v | Help

Project ~ Compute v Volumes Network Orchestration

Volumes Snapshots Groups Group Snapshots

Project / Volumes / Volumes

Volumes
+ Create Volume = Accept Transfer
Displaying 3 items.
O Name Description Size Status. Group Type Attached To Availability Zone Bootable Encrypted Actions
o 150-image - 2GiB Available - tripleo. nova Yes No Edit Vol umeD
a f0201177-334e-4da Tdbfce88765d - 100GiB In-use - tripleo. /idevivda on test-instance01 nova Yes No Edit Voume | ~
o cec -9b96-4a9 il - 100GiB Available - tripleo nova Yes No Edit Volume | +

Displaying 3 items
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(6) Click [Manage Attachements].

Manags Attachments)

Actions

Edit Volume | = |

Extend Volume

Launch as Instance |

Create Snapshot |
Change olume Type
Upload to Image

Create Transfer

Delete Volume

Update Metadata

(7) Enter the following items and click the [Attach Volume] button.

- Attach to Instance: *Specify the instance where you want to use the I1SO file

Manage Volume Attachments

Instance

Device Actions
No items to display.
Attach To Instance
Attach to Instance * @
test-instance01 (5e087dd8-1998-4025-8349-e669be2f6fb9)
[T

(8) Confirm that the virtual machine name and device name to which the volume is attached are

displayed in Attached To in the volume list.

Project / Volumes / Volumes

Volumes

Displaying 3 items

O Name Description size Status

O ISO-mage - 2GiB In-use

O 21177334 adac 100GB__inuse

Group  Type

Attached To

tripieo [l fdevivdb on festinstanced1

irpleo __Jdevivda on testinst:

Availability Zone

nova

nova

+ Creata Valume

Bootable

Yes

Yes

T Aooept Transfer

Encrypted Actions
No Editvoume | -

No Editvsume -

(9) Mount the volume of the ISO file connected to the virtual machine to a directory. Below is an

example.

# mkdir /mnt/iso
# mount -o loop /dev/vdb /mnt/iso
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5.1.9. Creating an image file from a virtual machine

You can back up a virtual machine by creating an image from it. You can also download the created

image.

(1) Shut down the target virtual machine.

(2) Click the [Project] menu > [Compute] panel > [Instances] tab.

#mdx|| | Project | Idenity md< TenantAdmin

Project ~

Compute Volumes ~ Network Orchestration Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 1item

O instance Name Image Name 1P Address Flavor Key Pair Status Availability Zone Task

O festinstanced! 192.168.101.249, 19250.2.50 ve16m32g test-keypair Shutoff nova None

Displaying 1ftem

Project v | Help | 4 testuser@example com v

Filt & Launch Inst
Power State Age Actions
Shut Down 1 hour, 22 minules Start Ingtance | v

(3) Confirm that the Status of the target virtual machine is "Powered Off".

#amdx | Popet| dentty e Tenant Admin

Project ~

Compute Volumes v Network Orchestration Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compule / Insiances

Displaying 1 tem

Instance 1D = Filt & Launch Instance lore Actions +
Displaying 1 tem
O Instance Name Image Name 1P Address. Flavor Key Pair Status Availability Zone Task Power State Age Actions
O testinstancel 192188 101249, 192 50250 vc16m3zg test-keypair Shutoff nova None  Shut Down 1 hour, 22 minutes Start instance | =

Project | Hep | 1 testuser@exampie.com

(4) Click [Create Snapshot] from the pull-down menu on the right side of the target virtual machine.

Actions

Start Instance | = |
Create Snapshot

ur, 22 minutes

Attzch Interface

Detach Interface

Edit Instance

Update Metadata

Edit Port Security Groups
Shelve Instance

Resize Instance

Lock Instance

Hard Reboot Instance
Rebuild Instance

Delete Instance
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(5) Enter any snapshot name in [Snapshot Name] and click the [Create Snapshot] button.

Create Snapshot

Snapshot Mame *

Description:

A hot is an image which preserves the disk state of
a running instance.

test-snapshot|

Cancel Create Snapshot

(6) The created snapshot will be displayed in the image list. Snapshots save the difference from

when they were taken, so the size is displayed here as "0 bytes".

Overview Instances Images Key Fairs Server Groups

Project / Compule / Images

Images

Q  click here for filters or full text searen. x| Create Image

Displaying 4 items

o Name = Type Status Visibility Protected Disk Format Size

O > mal-RockyLinux-9.3-x86_64 Image Active Public No acow? 18668 Launch |~
O > RockyLinux 8.3 Image Adtive Public e Qacowz 10168 Launch | ~
O > ftestsnapshot I Snapshot Active Privale No Qcow? 0 bytes Launch |~
O > Ubuntu-22.04-Server Image Active Public No acow? 615.25 MB Launch | =

Displaying 4 ftems

(7) Click [Create Volume] from the pull-down menu to the right of the created snapshot.

0 bytes Launch |_T|
Create Volume
615.25 MB |

Edit Image
Update Metadata

o Delete Image

(8) Enter any volume name in [Name] and click the [Create Volume] button.

Create Volume

(1000 Max)
40% .

1 300 Current Usage
100 Added

Volume Detais Volumes are block devices that can be aftached io instances.
Name Volume and Snapshot Quota (GiB)
test-snapshot
escnpion

Use image as a source

test-snapshot (0 bytes) 600 Remaining
Volume Quota
Type Size (GiB) * (10 Max)
tripleo v 100
30%

Availability Zone *

nove ¥ M2 Cument Usage
1 Added
7 Remaining
Volume Type Description

tripleo

x Cancel + Create Volume I
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(9) Click the [Project] menu > [Volumes] panel > [Volumes] tab.

Froject | Identty _mc2 Tenant Admin

Project v

Help | L testuser@exampie.com v

Compute ~ Volumes Network Orchestration Object Store

Snapshots Groups Group Snapshots

Project / Volumes / Volumes

Volumes

Displaying 3 tems

O Name

Displaying 3 tems

#Create Volume

= Accest Transfer

Description size Status. Group Type Attached To Availability Zone Bootable Encrypted Actions

O testsnapshot 10068 Available ripleo. nova Yes No Editvolume |
O f02b1177-33de-4dad-99a2-7dbiceB5765d 100Gi8 In-use wripleo  Jdevivda on test-instance01 nova Yes No EditVolume |+
o 100GiE Available fripleo. nova Yes No Eaitvoume |

(10) The created volume will be displayed.

Project | ldenty  md<? Ter

Volumes Network + Orchestration

Object Store ~

Snapshots Groups Group Snapshats

Project / Volumes / Volumes

Displaying 3 items.

Volumes
+ Create Volume = Accept Transfer
Displaying 3 items
o Name Description Size Status Group Type Attached To Availability Zone Bootable Encrypted Actions
100GiB Available fripleo nova Yes No
100GiB In-use: tripleo Idevivda on test-instance01 nova Yes No
100GiB Available tripleo nova Yes No

(11) Click [Upload to Image] in the pull-down menu to the right of the volume you created.

Encrypted

Actions

Mo Edit Yolume | = |
Extend Volume

Mo
Launch as Instance
Manags Attschments

Mo

Create Snapshot

Change olume Type

Upload to Image

Create Transfer
Delete Volume

Update Metadata

(12) Enter the following items and click the [Upload] button.

- Image Name: *Optional

- Disc Format: *Change according to the file format you want to use
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Upload Volume to Image

Volume Name

test-snapshot Descrlptlon:
Upload the volume to the Image Service as an image.
Image Name * This iz equivalent to the ¢ inder vpload-to-image
command.

test-instance-image
Choose "Disk Format™ for the image. The volume images
Dizk Format are created with the QEMU disk image utility.

QCOW2 - QEMU Emulator -

Cancel

(13) Click the [Project] menu > [Compute] panel > [Images] tab.

#nmdx| | Projedd | dentty mdx2 Tenant Admin Project v | Help

Project Compute Volumes Network Orchestration ~
e R e KeyPars  SererGroups

Project / Gompute / Images

Images

Q | Click here for filters or full text search. x| < Createimage

Displaying 5 flems.

u} Name * Type Status Visibility Protected Disk Format Size

O 3 mauil-RockyLinux-9.3-x86_64 image Active Public No acowz 186GB Launch | =
u} » RockyLinux-9.3 Image Active Public No acowz2 101GB Launch | =
(u] ) testinstance-image Image Active Shared No acowz2 138 GB Launch | =
o » test-snapshot Snapshot Active Private No acowz2 0 bytes Launch | =
(u] ? Ubuntu-22 04-Server Image Active Public No acowz2 61825 MB Launch | =

Displaying 5 items.

(14) Confirm that the uploaded image has been created.

Projeet | Identty

Project v | Help

Compute

Overview Instances

mages Key Pairs. Server Groups

Project / Compule / Images

Images

Q | Click here for filters or full text search. x| < Createimage

Displaying 5 flems.

u} Name * Type Status Visibility Protected Disk Format Size

O 3 mauil-RockyLinux-9.3-x86_64 image Active Public No acowz 186GB Launch | =
O > Rockylinux-9.3 Image Active Public Mo acowz 1.01GB Launch | =
o Image Active Shared Mo acowz 188 GB Launch | =
O > testsnapshot Snapshot Active Private Mo acowz 0 byles Launch | =
O > Ubuntu-22.04-Server Image Active Public Mo acowz 61825 MB Launch | =

Displaying 5 items.

This completes the steps to create an image from a virtual machine.

Also, there is no problem in deleting the snapshots and volumes used in the image file creation
process if they are no longer needed.
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5.1.10. Downloading image files
Image files cannot be downloaded from the user portal GUI screen. To download an image file, use
OpenStack APl access.
A local password is required to access the OpenStack API. If you are using a GakuNin account, a local
password will not be set when applying for a project. If you wish to download the image file, please
email the system administrator to request a local password.
Please download the image file using OpenStack APl access from your own device. Below are the steps

to download from a Linux environment.

(1) Click the image name of the image you want to download on the image screen of the user portal.

mdx| [ Poied | Kentty mdx Tenant Admin Project v | Help | & testuser@exampie com v}

Py Compute Volumes ~ MNetwork Orchestration ~ Object Store ~

Oveniiew  Instances Images  Key Pairs Server Groups

Project / Compule / Images

Images
Q | Click here for filters or full text search. ®  #Create Image
Displaying 5 ilems
[u] Name = Type Status Visibility Protected Disk Format Size
0O > mdxl-RockyLinux-9.3-x86_64 Image Active Public HNo Qcowz 166 GB Launch @~
Image Active Public HNo QCow2 10168 Launch | ~
Image Active Shared HNo QCow2 18868 Launch | ~
O ¥ test-snapshot Snapshot Active Private HNo QCow2 0 bytes Launch | ~
0O ¥ Ubuntu-22 04-Server Image Active Public HNo QCow2 61825 MB Launch | ~

Displaying 5 flems.

(2) Make a note of the image ID displayed on the displayed image screen.

Back

test-instance-image
Image

D I 736562da-T178-4baT-8f2- 129743066927 I
Type

Status Aclive

Size 188 GB

Min. Disk o

Min. RAM 0

Disk Format acowz

Container Format BARE

Created At Mar 23, 2024 5:51:17 PM
Updated At Mar 23, 2024 5:56-04 PM

(3) Use curl command to access OpenStack API. If the curl package is not installed on your device,

install it.

(4) Create the authentication file required for OpenStack API access.
*<Username> is displayed at the top right of the user portal screen, not the GakuNin account
username.
This will be your username.
*<local password> is not the password of your GakuNin account, but the password provided by

the system administrator at the time of application The password will be issued by.
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$ vi auth.json
{
"auth": {
"identity": {
"methods": ["password"],
"password": {
"user": {
"name": "< —HEZ> ",
"password": "<A—HIL/INR T — K>",
"domain": { "name": "Default" }
}
}
3
"scope": {
"project": {
"name": "test-project",
"domain": { "name": "Default" }
}
1
1
}
(5) Access the OpenStack API using the curl command and save the output results.
$ curl -v -sS -X POST -H "Content-Type: application/json" -d @auth.json https://portal.os
aka.mdx.jp:13000/v3/auth/tokens > curl.out

(6) Check and copy the authentication token information (bold) from the saved output result.

$ view curl.out
...omission...
< x-subject-token: XXXXXXXXXXXXX

..omission...

(7) Check and copy the authentication token information (bold) from the saved output result.
$ token="XXXXXXXXXXXXX"

(8) Access the APl using the curl command and download the image file.

*For <Image ID>, enter the ID of the image file you wrote down.

*<Download file name> specifies any image file name (test.qcow?, etc.).

$ curl -i -X GET -H "X-Auth-Token: $token" https://portal.osaka.mdx.jp:13292/v2/images/
<Image ID>/file --output <Download File Name>
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https://portal.osaka.mdx.jp:13292/v2/images/%3cImage
https://portal.osaka.mdx.jp:13292/v2/images/%3cImage
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